


IBM’s Journey to GDPR
Readiness

“At IBM, we have a deep rooted understanding that privacy is
foundational to trust. We are approaching the GDPR in the same
spirit, both internally and with respect to our client offerings. IBM’s
legal and data privacy teams have been reviewing and assessing
the new EU General Data Protection Regulation since its early draft
stages, and as IBM’s Chief Privacy Officer, I recently published a
statement that outlines IBM's commitment to GDPR readiness.

Teams across IBM are adapting our internal processes and
commercial offerings to prepare for when the GDPR comes into
effect on May 25, 2018. These same experienced professionals are
available to support you at each stage of your own GDPR readiness
journey. And what better customer reference for IBM’s capabilities
on GDPR, than IBM itself?”

— Cristina Cabella
IBM Chief Privacy Officer
ibm.com/privacy

ibm.com/gdpr
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Our GDPR Readiness Programme

IBM has established a global
readiness programme tasked with
identifying the key impacts of the
GDPR across IBM’s business and

GDPR Programme Management Office
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Business Unit are responsible for
implementing the GDPR-related
policy, system and business process
changes mandated by the various
key work streams.
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The IBM GDPR Framework

Our internal GDPR readiness
activities are aligned with a global
framework derived from lessons
learned on our many security and
privacy client engagements.

This framework takes a holistic
approach that spans people,
processes and technology. It
translates GDPR obligations into the
concrete actions and outcomes that
are needed to progress towards
GDPR readiness.

This close interlock helps to ensure
that the best practices, solutions and
services that IBM uses internally are
the same as those we offer our
clients.
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Outcome
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plan Technical and controls, processes and Data discovery, way of working deliver compliance
Organisational Measures solutions to be classification and evidence to internal and
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Visit ibm.com/gdpr and download our white paper IBM pathways for GDPR readiness for
more details on the IBM GDPR Framework and guidance on addressing your own
organisation’s GDPR readiness challenges.
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Assess

IBM is conducting global privacy assessments on both our
internal systems and our client offerings, and is incorporating
Technical and Organisational Measures into new and existing
contracts to cover the GDPR’s requirements.

IBM's long standing services in data privacy and security
bring dedicated and multi-disciplinary expertise to address
the challenges of legal and regulatory compliance, project
management and operational risk controls across more than
70 jurisdictions.

One key challenge for us was to standardise our taxonomy of
data across all IBM Business Units. This is being achieved
with the help of our advanced cognitive analytics solutions.

With clients and for ourselves, these assessment outputs
include PIA (Privacy Impact Assessments), gap analysis,
data mapping and compliance handbooks.
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Projects for Fortune
750 Companies

60+ countries

100 years of collective
experience

IBM’s long-standing Data Privacy Consulting Service was
extended with the acquisition of Promontory Financial Group
in 2016.

Promontory’s team blends experience as former regulators, in-
house compliance managers, and global privacy consultants
and is providing IBM with unique perspectives and expertise
on GDPR readiness, data-mapping, and compliance strategies.

Visit www.promontory.com for more details on Promontory’s
expertise and services.



http://www.promontory.com/Expertise/Privacy_and_Data_Protection/
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IBM has deployed a number of corporate wide common
services to accelerate and assist in programme execution
across all of our business units. These include Programme
Governance, Risk Management, Data Subject Rights
Management and Processor/Controller Governance
solutions.
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© 2017 IBM Corporation = N
e iy Stored Procedure Definitions

. Business Intelliaence



Transform

We are transforming all our
business units globally to
ensure consistent adoption
of GDPR capabilities
across IBM.

GDPR Common Services
are being implemented in
three main phases.

Phase 1:

Data & Risk
Classification High
Level Assessment

Regulatory Response
Dashboard

Privacy Risk Assessments
Data Maps
Data Sources Discovery

Data Catalogues




Operate

Key GDPR capabilities will be fully operational before the
GDPR comes into effect in May 2018. At this point, IBM's
new GDPR way of working should become standard
operating practice for interactions with our clients and their
data.

Features and services integrated directly into our offerings
will help protect privacy and meet our GDPR-related
obligations, such as the ability for data subjects to manage
their consent preferences (“privacy by design”) and submit
data subject access requests (DSARS).

Incident Management and meeting the 72-hour breach
reporting window is a key operational challenge for all
organisations. IBM will use our Computer Security Incident
Response Team (CSIRT) to address this challenge.
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Conform

IBM draws on its extensive governance, consulting and
practice knowledge with a wide range of global privacy and
security regulations to help ensure compliance of our
business operations worldwide.

This includes monitoring of Technical and Organisational
Measures, security and privacy assessments, auditing and
evaluating ongoing conformance to the GDPR and the
provision of evidence of compliance to both internal and
external stakeholders. IBM makes these same services
available to clients.
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Are you ready?

The work that IBM is doing internally to prepare for
the GDPR reinforces the controls already in place
that limit access to our clients’ personal data and
will ensure that we continue to handle our clients’
most valuable assets in a compliant manner at all
times.

The GDPR represents a unique opportunity to help
strengthen your own privacy compliance posture
and preserve the trust of your customers, while
reducing your exposure to risk, and creating real
competitive advantage.

Connect with our GDPR professionals or join us for
one of our regular online or in-person briefings to
learn more about how IBM is preparing for the
GDPR and how we can support you on your own
journey to GDPR readiness.

Visit ibm.com/gdpr for more details.
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GDPR

Are you ready for General Data Protection

Regulation?
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© overview

© Commitment to readiness

© How IBM can help

Event - October 9th, 2017

GDPR: Summit,
London

1BM is committed to providing our

Webcast

Fast Track Your Data

Watch a replay of our latest event and
learn how data science and machine
learning are becoming available,

clients and partners with innovative accessible, and actionable for all.
data privacy, security and governance

solutions to assist them on their
journey to GDPR compliance.

© Getstarted

Watch webcast

o Resources

Contact us
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IBM, the IBM logo, and ibm.com are trademarks of International Business Machines
Corp., registered in many jurisdictions worldwide.

Other product and service names might be trademarks of IBM or other companies. A
current list of IBM trademarks is available on the Web at

“Copyright and trademark information” at www.ibm.com/legal/copytrade.shtml.

This document is current as of the initial date of publication and may be changed by
IBM at any time. Not all offerings are available in every country in which IBM
operates.

THE INFORMATION IN THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT ANY
WARRANTY, EXPRESS OR IMPLIED, INCLUDING WITHOUT ANY WARRANTIES OF
MERCHANT-ABILITY, FITNESS FOR A PARTICULAR PURPOSE AND ANY WARRANTY
OR CONDITION OF NONINFRINGEMENT. IBM products are warranted according to
the terms and conditions of the agreements under which they are provided.

© 2017 IBM Corporation

Notice: Clients are responsible for ensuring their own compliance with various laws and
regulations, including the European Union General Data Protection Regulation. Clients
are solely responsible for obtaining advice of competent legal counsel as to the
identification and interpretation of any relevant laws and regulations that may affect the
clients' business and any actions the clients may need to take to comply with such laws
and regulations.

The products, services, and other capabilities described herein are not suitable for all
client situations and may have restricted availability. IBM does not provide legal,
accounting or auditing advice or represent or warrant that its services or products will
ensure that clients are in compliance with any law or regulation.

Statement of Good Security Practices:

IT system security involves protecting systems and information through prevention,
detection and response to improper access from within and outside your enterprise.
Improper access can result in information being altered, destroyed, misappropriated or
misused or can result in damage to or misuse of your systems, including for use in
attacks on others. No IT system or product should be considered completely secure and
no single product, service or security measure can be completely effective in preventing
improper use or access. IBM systems, products and services are designed to be part of
a lawful, comprehensive security approach, which will necessarily involve additional
operational procedures, and may require other systems, products or services to be most
effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES
ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
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