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The slides are based on the course notes.
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Syntax

> b < Param(1%);
> (r,c) < Commit(b, M);
» True/False <— Verify(b, c,r, M)

Security Properties

» Correctness;
» Binding;
» Hiding

Correctness: For every message M:

b < Param(1*); (r, ¢) <— Commit(b, M) :
Verify(b,c,r, M) = True

=1



The committer should not be able to de-commit to a value
different from the one she committed.

Algorithm 1 bindattack 4(1*)

1: Let b < Param(1%)
2: (C, rn, Ml, r, Mz) < .A(l)‘, b)

3: if My # My and Ver(b, c,ri, M1) = 1and Ver(b,c,rn, M) =1
then

4: return 1

5: else

6: return 0

7: end if




The committer should not be able to de-commit to a value
different from the one she committed.

Algorithm 2 bindattack 4(1*)

1: Let b < Param(1%)
2: (C, rn, Ml, r, Mz) < .A(l)‘, b)

w
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if My # M, and Ver(b, c,ri, M) = 1and Ver(b,c,n, M) =1
then
return 1
else
return 0
end if

¥ PPT A : Pr[bindattack (1) = 1] = negl()\)



No information is leaked about the message before
de-commitment.

Algorithm 3 hidingattack 4(1*)

b <+ Param(1%)

(aux, Mo, My) « A1(1*, b)

d & {0,1}

(r,c) < Commit(b, My)

d* < Ax(c, b, aux)

if d* = d and My # M; then
return 1

else
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return 0
end if
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No information is leaked about the message before
de-commitment.

Algorithm 4 hidingattack 4(1*)

b <+ Param(1%)

(aux, Mo, My) « A1(1*, b)

d & {0,1}

(r,c) < Commit(b, My)

d* < Ax(c, b, aux)

if d* = d and My # M; then
return 1

else
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return 0
end if

._.
=

¥ PPT A = (A1, Az) : Prlhidingattack4 (1) = 1] < = + negl()\)

N
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Key Exchange

Syntax

For parties A, B:
> transa g(1%);
> key()

Security Definition
Let V be some PT predicate such that

s=  Pr [Vikey(r))=1]

T<—transa g(1*)
For any PPT A it holds that:

Pr [A(T) = V(key(7)] < max{d,1 — 6} + negl(\)

T<transa g(1*)



Zero Knowledge Proofs

Syntax
For interactive programs (P, V):

> language L € NP, R polynomial time predicate such that
L={x:R(x,w) =1 for some w}

> outh \/(x,w,2)
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Zero Knowledge Proofs

Syntax
For interactive programs (P, V):

> language L € NP, R polynomial time predicate such that
L={x:R(x,w) =1 for some w}

> outh \/(x,w,2)

Security Properties

» Completeness;
» Soundness;

> Zero-Knowledge

Completeness: If x € L and R(x,w) = 1 for some w, then for all
strings z: Pr[outF‘,/,v(x, w,z) =1] > 1 — negl())



Soundness

If the verifier is convinced, then we can efficiently extract a witness
for x.

Definition
For any PPT P* and arbitrary x, w, z let

Tx,w,z = Pr[out%*yv(x, w,z) = 1].

(P, V) is sound iff there exists non-negligible s(\), g(\) such that
VvV PPT P*, 3 PPT K such that if

Fxw,z = Pr[K(x,w,z) = w': R(x,w') = 1]

then 7y ., > s(A\) implies Ty w > > q(A).



(Statistical) Zero-knowledge

The verifier can simulate the whole transcript on his own.

Definition
¥ PPT V*, 3 PPT S, such that for all x, w with R(x, w) = 1:

VA|Pr[A(S(x,2)) =1] — Pr[A(out%jv* (x,w,2)]| <e
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Digital Signatures

Syntax

» (vk, sk) « Gen(1*);

> o < Sign(sk, M);

» True/False < Verify(vk, M, o)
Security Properties

» Correctness;

» Unforgeability
Correctness: For every (vk,sk) € Gen(1), every M € {0, 1}*:

Pr [ Verify(vk, M, Sign(sk, M)) = True | =1



Unforgeability (UF-CMA)

Gen(1*)

sk \Uk;
my

Sign(3k7') O A
g; l (m*, 0_*)

(m* & Q) N\ (Ver(vk, m*,o*) = True)




Unforgeability (UF-CMA)

Gen(1*)

sk \Uk;
my

Sign(3k7') O A
g; l (m*, 0_*)

(m* & Q) N\ (Ver(vk, m*,o*) = True)

VY PPT A : PrlExpYF (1%) = 1] < negl(\)



Public-key Encryption

Syntax
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Public-key Encryption

Syntax

> (pk, sk) < Gen(1*);
» ¢ < Enc(pk, M);
» m < Dec(sk, c)

Security Properties

» Correctness:;
» IND-CPA

Correctness: For every (pk, sk) € Gen(1}), every M € {0,1}*:

Pr [ Dec(sk, Enc(pk,M)) =M | =1



IND-CPA

pk
‘ mo, M1
b+ {0,1}
A _
Cp Cp Encpk(mb)

-

'

b=y




IND-CPA

pk
‘ mo, M1
b+ {0,1}
A _
Cp Cp Encpk(mb)

-

'

b=1

vV PPT A: Pr[Expﬁ\lD_CPA(l/\) =1] < 1/2+ negl(\)



Questions?
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