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All sorts of things need to be 
communicated to users
Questions – “did you log in from this location?”

Warnings – “the website has malicious software”

UI passive indicators – the lock icon on the browser

Active UI indicators – “You need to generate a key”

Task-relevant information – “Passwords should be 8 
characters long and must have a capital letter.”

Educational – “10 security behaviors you should do
to protect yourself online”
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The goal of today’s lecture is how to 
create useful communications with 
users on security topics.



I got this 
warning 
when I tried 
to connect to 
the internet 
from a coffee 
shop.



I get a
version of 
this email 
every month 
telling me 
about all the 
places I’ve 
logged in 
from. 



How could we make these two 
examples more usable?



NEAT and SPRUCE
Developed at Microsoft Research

Guidance on how to create effective security 
messaging for end users



NEAT
Necessary – Can you change the architecture to 

eliminate or defer this user decision? 
Explained- Does your user experience present all the 

information the user needs to make this decision? 
(See SPRUCE)

Actionable – Have you determined a set of steps the 
user will realistically be able to take to make the 
decision correctly? 

Tested – Have you checked that your user experience 
is NEAT for all scenarios, both benign and 
malicious? Have you tested it on a human who is 
not a member of your team?



Necessary

Explained

Actionable

Tested
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SPRUCE
Source – State who or what is asking the user to 

make a decision 
Process – Give the user actionable steps to follow to 

make a good decision 
Risk – Explain what bad thing could happen if they 

user makes the wrong decision
Unique – Knowledge the user has – Tell the user 

what information they bring to the decision
Choices – List available options and clearly 

recommend one
Evidence – Highlight information the user should 

factor in or exclude in making a decision 



Source

Process

Risk

Unique

Choices

Evidence
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Necessary
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Actionable
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Human in the 
Loop 
Framework



Any better?



Questions


