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» eCommerce,
» eVoting,
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A malicious agent can:

> record, alter, delete, insert, redirect, reorder, and reuse past or
current messages, and inject new messages
— the network is the attacker

» control dishonest participants
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The attacker controls the network

1

800 Network Utility

{ Info | Netstat | Ping Lookup |IRIZIedril] Whois = Finger

Port Scan |

Enter the network address to trace an internet route to.

www.facebook.com (ex. 10.0.2.1 or www.example.com)

Traceroute has started..

traceroute to star-mini.c1@r.facebook.com (157.240.8.35), 64 hops max, 72 byte packets
knussen (129.215.91.246) 0.435 ms 0.211 ms  0.185 ms
v1an160.kb9-msfc.net.ed.ac.uk (129.215.160.254) 0.502 ms 0.435 ms 0.467 ms
v1an688. astman. ja.net (194.81.57.211) 0.886 ms 0.824 ms 0.876 ms
ae2. leedag-sbril. ja net (146.97.41.33) 4.578 ms 4.550 ms 4.574 ms
ae30.manckh-sbrl.ja.net (146.97.33.45) 7.165 ms 7.121 7.133 ms
port-channel205. Cari.manchesteri, Level3.net (198.50,119. 97) 21.4A9 ms 10.438 ms  205.486 ms
4.15.154.86 (4.15.154.86) 111.234 ms_ 111.232 ms 111.204
p0103.pswllc.mial. tfbnw.net (157.240.32.223) 110.860 ms
157.240.36.71 (157.240.36.71) 110.913 ms 110.802 ms
edge-star-mini-shv-82-mial. facebook.com (157.240.0.35)

110, 802 ms 110.810 ms
110.745 m
112,504 ms 112.043 ns 112.861 ms

Boouanswnr




The attacker controls the network (2)

a DATACENTRE SOFTWARE NETWORKS SECURITY TRANSFORMATION DEVOPS BUSINESS HARDWARE

Networks

Verizon, BT, Vodafone, Level 3 'let NSA jack into
Google, Yahoo! fiber'

Telcos cooperated with g-men in data slurp, claim sources

U
27 Nov 2013 at 02:19, Shaun Nichols ) (v} (£) (ink)

In October, NSA whistleblower Edward Snowden claimed Uncle Sam's spies tapped into the optic-fiber

20



The attacker controls the network (3

8OO Network Utility

[ Info | Netstat = Ping Lookup [RIZISSfNH] Whois Finger PortScan |

Enter the network address to trace an internet route to.

www.facebook.com (ex. 10.0.2.1 or www.example.com)

Traceroute has started..

traceroute to star-mini.c1@r.facebook.com (157.240.8.35), 64 hops max, 72 byte packets

1 knussen (129.215.91.246) ©.435 ms ©0.211 ms 0.185 ms

2 vlan160.kb9-msfc.net.ed.ac.uk (129.215.160.254) 0.502 ms 0.435 ms 0.467 ms

3 vlan688.s-pop.eastnan.ja.net (194.81.57.211) 0.886 ms 0.824 ms 0.876 ms

4 ae2.leedag-sbri.ja.net (146.97.41.33) 4.550 ms 4.574 ms

5 ae30.manckh-sbri.ja.net (146.97 ms 7.121 ms 7.133 ms

6 port-channel205.carl.manchester 195.50.119.97) 21.449 ms 10.438 ms 205.486 ms
7 4.15.154.86 (4.15.154.86) 111. ns 111.204 ms

8 po10@3.pswllc.mial.tfbnw.net (157.240.32.223) 110.860 ms 110.802 ms 110.818 ms

9 157.240.36.71 (157.240.36.71) 110.913 ms 110.802 ms  110.745 ms

10

edge-star-mini-shv-82-mial.facebook.com (157.240.8.35) 112.594 ms 112.943 ms 112.861 ms
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All messages can be intercepted by an attacker (1)

T Welcome page i
O edacuk

Please login

Username: myrto
Passwort rd: | seeesses
Password: Submit Query
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All messages can be intercepted by an attacker (2)

Tie £ View Go Captore Anahze Soies Telepory Wieless Toos He
R 2 a

4w 50 725
I oy =i S expression..
o e Destinaton ol e
10.000000000 172.30.76.155  172.16.75.2 2 Standard query @xesib A homepages. inf .ed.ac.uk
Folcassiome s deTe A5 i7ideqes N o7 standard avery avdira A nomepnges:in e ac.
300077306557 172.16.76.2 17216.76.155  OMS 453 Scandard query response 0xesth A 2 120.215.52.15 n Xlab-0.ed..ac.uk NS cancer ucs
ST adenes  IpeTes DS 453 auandard Gery resserse owdiTa A hemepeges.nt ed A TR S N S I L e
seleTeersr e e s Amsel OIS e2staviers dler) audser susa honspages int <3 e
S0la7s0rrer 17 10.76.15%  109.213.33.43 10 7430412 - 80 [SVN] Seq o Win-292e0 Le 3560 Sacx penny Tovalz1a00a71 TSecr=0 ws=12a
Tormes miele mlsneis o askstaward ey e oo Ao hoepages A e ac uk SO anae.InF-éd. nc ok
g0 eeames sy ;2ieTeus  Tr 989 o [on A Seno Aokl Uincasids Lenco Keiise
S0 damsorars 17230 76 158 1292159203 Top  5asadiz - 8o [AK] Seqta A
| a00.icaeasess 1721676155  129.213.32.43  HTTP 683 posT heal wre/11
130/108830180 120,205, 33 13 172.16.76.155  TCP 6080 - 36412 [ACK] Seq-1 Ack-3p Win-e240 Len-s
1201234168470 120.215.32.13  172.16.76.155  HTTP  GGaATTP/i1 200 OK (text/hisl)
15 0234201625 172.16.76.455 so [ack
1681145430844 120,215, 32,13 200 0 (text/hial)
L 178l148aseez 172.16.76. 155 T S el T Seacises adkeizae win-a1es0 Len-o
 Erame s cos bytes on wire (sses bits), ass bytes caiured (s394 bis) on dnterface o d
© Ethernet 11, Src: Veeare oe:63:62 (00:06:29:0e!08:02), Dst 12 (00150:56:fo:70:2)
" Shternet protocol Version 4, sre: $72.16.76.155, Dot 129.215.52
| Tranimission control profosel, Src pori: seais (36412). Dt Porc s (Be), Sea: eds, Acki 6ls, Len: 6op
Host: Nosepages. inf-ed.ac. UK\
User-agent heri11a/a.o (303 Wbt i 160047 rv249.0) Gecko/zouapias Firefox/so. e\
et Tenerh, opcat Lo il s Lea Lo/ an .o, e N\
Accept-Language: en-Us, en;a-0.5urin
Aecehe Encaling: ot defiatevrn
Referer: hetp://honepiges. inf B
+ Cookie! —gaGaL.3 308514330, 1476874624\
Connection: keep-alive\rin
uparade-Tnsecure-Requests: o
Cent-Type: application/-ww-form-urlencoded\r\n
. wnzen( Lengen 2evrin
FAIL request e e hent)
5 "Gh 53 6570 20 61 6c 69 76 65 0d 03 55 70 keep-a Live..Up d
7361 Ga 63 2d 49 6e 73 65 Ga 75 72 68 20 52 grade.in secure-R
7175 65 73 74 73 3a 20 31 od 6a 43 of ce 74 cauests oni
Ge 74 2 54 79 70 65 31 20 61 70 70 Gc 63 63 ent-Type © applic
74 69 Gf Ge 27 78 20 77 77 77 24 66 GF 72 60 ation/x. e forn
75 72 Gc 65 Ge 63 6f G4 65 64 ad 0a 43 6f G urlenco ded..con
65 e 74 2d 4c 63 Ge o7 74 68 3a 20 32 30
B4 6a 75 Ge 3 64 70 72 74 of 26 18 77 3
@7 wireshak ocapna ens33 0161019134652 19074 Packets: 17 Disolaved: 17 (1000%1 Pofle: Defaul




All messages can be intercepted by an attacker (2)

Tie £ View Go Captore Anahze Soies Telepory Wieless Toos He
48 SOMTIRE I ewEFSE

5 expresion

W[Roply s ey e =G
rme souce Destinaton ot gt

10.000000000 172.30.76.155  172.16.75.2 a2 standard query oxe3ib & hanepages. i ed.ac.uk

Folcassiome v de T s iideqes  ows 52 Sandard auery OxiiTa A Noncpages. Int ed. .k
i3aede derelss oM 4% Standard query response oxesin A K A 129.215.32.13 Xlab-0.ed..ac.uk NS cancer ucs
TEITES DGO Dis i aundard tery resserse owdima A hemepages m A T N e S T e e
Tieelss  ieen DN ozStandard query oer AR homepages int cd-ac i
I3ae7ess 129215343 Toh 7435412 - 80 [SVM] Seqto win-2aden Lenc Mis-iish SACK pERN=1 Tsecr=0 ws=128

x Son dnsd.ant- e ac. ok

hta wrTR/11

D8215.30.43 1724676458 TP G080 30412 [ACK] Seq-i Ack-636 Win-6azds Ler
1202183203 172.16.76.055  WTTP  GGTTP/L.1 200 DK (text/nisl)
37210 76455 1202153203 TCP 5436412 - 80 [ACK] e

{ 17216.76.155  ATTP 662 HTTP/1.1 200 OK (text/ntal)
L i7slisicessz 17201676155 1202153213 TP 5436412 - 80 [ACK] Seqe1245 Ac

Frame aa: 663 bytes o wire (s394 bits), 563 bytes capeired (s50s bits) on incerface o
Ethernet 11, orc: Ve :02 (00:6¢:20:00700:02), Dst: Vmare._fo:7d:d2 (69:50:56:fo:7d:d2)
Shternet protacol Version 4, Sror i72.16.76.155, Dst! 120.215.52.13

Transaission Control Protocol, Src Porc: Se4ls (36412), DSt Porc 80 (86), Seas 636, Ack: 610, Len: 603

13306514320 . 1470874524\
Keep-aliverrin
Upgrade Tnsecurt fegiests: <\
e Types apELLaLons - orur Lencodedhr\n
* Comtenc-Lengins n
ety

fru reauee ta e

20 ab 65 6570 20 61 6c 69 76 65 Keep-a Live.
5772 61 64 65 20 43 o6 73 68 63 75

G 6o 74 24 54 79 70 65 3a 20 61 70
G2 74 60 of e 2r 78 20 71 77 77 20
e 5 e G0

74 65 6o 74 2d 4c 63 ce 67 7a 68 3a
6 d Ga 75 Ge 30 64 7 72 74 of 26

@7 wireshak ocapna ens33 0161019134652 19074 Packets: 17 Disolaved: 17 (1000%1 Pofle: Defaul

An attacker can intercept packets, but also alter, forge new, and
inject packets




More complex systems needed...
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More complex systems needed...

e=E(Kg,Transfer 100 € on Amazon's account)

m=MAC (K ,E(Kg,Transfer 100 € on Amazon's account))

Sy

X BNP PARIBAS
*
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More complex systems needed...

e=E(Kg,Transfer 100 € on Amazon's account) fa

BNP PARIBAS
m=MAC (K ,E(Kg,Transfer 100 € on Amazon's account)) 3

Replay attack

* BNP PARIBAS
s
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... to achieve more complex properties

Confidentiality: Some information should never be revealed to
unauthorised entities.

Integrity: Data should not be altered in an unauthorised
manner since the time it was created, transmitted or stored by
an authorised source.

Authentication: Ability to know with certainty the identity of
an communicating entity.

Anonymity: The identity of the author of an action (e.g.
sending a message) should not be revealed.

Unlinkability: An attacker should not be able to deduce
whether different services are delivered to the same user

Non-repudiation: The author of an action should not be able
to deny having triggered this action.
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Cryptographic protocols

Cryptographic protocols

Programs relying on cryptographic primitives and whose goal is the
establishment of “secure” communications.
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Cryptographic protocols

Programs relying on cryptographic primitives and whose goal is the
establishment of “secure” communications.
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Numerous deployed protocols are flawed...

. and end up in the news :(

MICROSOFT ~ STORAGE  INNOVATION ~ HARDWARE ~ APPLE  MORE

FREAK: Another day, another serious SSL
security hole

More than one third of encrypted Websites are open to attack via the FREAK
security hole.

The Telegraph

Home Video News WOFd gyort Business Money Comment Culture Travel Life W
ULLW Asia | China = Europe = Middle East = Australasia = Africa = South America | Central Asia

HOME » NEWS » WORLD NEWS » NORTH AMERICA » USA

Hacker remotely crashes Jeep from 10 miles away

The A Register’

Biting the hand that feeds IT

Security experts warn that more than 470,000 cars made by Fiat Chrysler
could be at risk of being attacked by similar means — including those driven in
the UK

Defects in e-passports allow real-time tracking
This threat brought to you by RFID

TRIPLE HANDSHAKE ATTACKS TARGET TLS RESUMPTION,
RENEGOTIATION
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Yesterday news :(

threat(post

KRACK Attack Devastates Wi-Fi Security

()

g KRACK ATTACK DEVASTATES WI-FI SECURITY

Michael Mimoso Follow @mike_mimoso

Welcome > Blog Home > Privacy

A devastating weakness plagues the WPA2 protocol used to secure all modern Wi-Fi
networks, and it can be abused to decrypt traffic from enterprise and consumer networks

with varying degrees of difficulty. AA

Attack published yesterday found after 14 'years!!! o



Logical attacks

Many of these attacks do not even break the crypto primitives!!
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Example of a logical attack

Assume a commutative symmetric encryption scheme

Umbi e = {mhi

where {m}, denotes the encryption of message m under the key k
Example: stream ciphers
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new K
{pin: 3443}KA
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Example of a logical attack

Assume a commutative symmetric encryption scheme

Umbi e = {mhi

where {m}, denotes the encryption of message m under the key k

Example: stream ciphers

new Ky

{pin: 3443}KA

{{pin: 3443}, } i
%

{pin: 3443}KB

new Ky

No authentication!
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{{pin: 3443}k, }k,
%

{pin: 3443}KI
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since {{pin: 3443}, }k, = {{pin: 3443}k, }k, by commutativity
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Authentication and key agreement protocols
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Authentication and key agreement

> Long-term keys should be used as little as possible to to
reduce “attack-srufarce”

» The use of a key should be restricted to a specific purpose
e.g. you shouldn’t use the same RSA key both for encryption
and signing

» Public key algorithms tend to be computationally more
expensive than symmetric key algorithms

~+ Long-term keys are used to establish short-term session keys
e.g. TLS over HTTP, AKA for 3G, BAC for epassports, etc.
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Needham-Schroeder Public Key (NSPK)

NSPK: authentication and key agreement protocol

[N. Roger, M. Schroeder, Michael. “Using encryption for authentication in
large networks of computers”. Communications of the ACM (December 1978)]
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Needham-Schroeder Public Key (NSPK)

NSPK: authentication and key agreement protocol

A B

new Nj

[N. Roger, M. Schroeder, Michael. “Using encryption for authentication in
large networks of computers”. Communications of the ACM (December 1978)]
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Needham-Schroeder Public Key (NSPK)

NSPK: authentication and key agreement protocol

A B

new Nja
aenc(pkg,(Na,A))

~N

[N. Roger, M. Schroeder, Michael. “Using encryption for authentication in
large networks of computers”. Communications of the ACM (December 1978)]
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Needham-Schroeder Public Key (NSPK)
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A B
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Needham-Schroeder Public Key (NSPK)

NSPK: authentication and key agreement protocol

A B

new Nja
aenc(pkg,(Na,A))

~N

new Np
aenc(pk4,(Na,Ng))

aenc(pkg, (N, A)

[N. Roger, M. Schroeder, Michael. “Using encryption for authentication in
large networks of computers”. Communications of the ACM (December 1978)]
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Needham-Schroeder Public Key (NSPK)

NSPK: authentication and key agreement protocol

A B
new Nj
aenc(pkg,(Na,A)) .
new Np
aenc(pk4,(Na,Ng))
aenc(pkg,(Ng,A))
kag<h(Na,Ng) kag<—h(Na,Ng)

[N. Roger, M. Schroeder, Michael. “Using encryption for authentication in
large networks of computers”. Communications of the ACM (December 1978)]
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NSPK: security requirements

» Authentication: if Alice has completed the protocol,
apparently with Bob, then Bob must also have completed the
protocol with Alice.

» Authentication: If Bob has completed the protocol, apparently
with Alice, then Alice must have completed the protocol with
Bob.

» Confidentiality: Messages sent encrypted with the agreed key
(k < h(Na, NB)) remain secret.

18 /20



NSPK: Lowe's attack on authentication

Attack found 17 years after the publication of the NS protocol!!
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NSPK: Lowe's attack on authentication

Attack found 17 years after the publication of the NS protocol!!
A / B

new Ny

[G. Lowe. “An attack on the Needham-Schroeder public key authentication
protocol”. Information Processing Letters (November, 1995)]
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NSPK: Lowe's attack on authentication

Attack found 17 years after the publication of the NS protocol!!
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—
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NSPK: Lowe's attack on authentication

Attack found 17 years after the publication of the NS protoco

A / B

new Na
aenc(pk;,(Na,A))
—)

aenc(pks, (Na,A))
—

new
aenc(pka,(Na,Ns))
et

aenc(pky,(Na,Ng))
SRR B

aenc(pk;, (N3, A))
ST

aenc(pkg. (N, A))
— s

kA/<—h(NA,NB) kAM—h(NA,NB) I(AB<—h(NA7
kag+h(Na,Ng)

Ng

VB)

[G. Lowe. “An attack on the Needham-Schroeder public key authentication

protocol”. Information Processing Letters (November, 1995)]
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NSPK: Lowe's fix

new Ny

aenc(pkg,(Na,A))

aenc(pky,(Na,(Ng,B)))

aenc(pkg,(Ng,A))

kAB(—h(NAvNB)

new Ng

kag<h(Na,Ng)

20/20



