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Public keys

Figure: How does Alice trust that pkAmazon is Amazon’s public key?

Public-key encryption schemes are secure only if the authenticity of
the public key is assured
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Distribution of public keys

1. Public announcements - participants broadcast their public key
/ does not defend against forgeries

2. Publicly available directories - participants publish their public
key on public directories
/ does not defend against forgeries

3. Public-key authority - participants contact the authority for
each public key it needs
/ bottleneck in the system

4. public-key certificates - CAs issue certificates to participants
on their public key
, as reliable as public-key authority but avoiding the
bottleneck
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Public key certificates

Figure: image from Cryptography and Network Security - Principles and Practice -
William Stallings

A certificate consists mainly of

I a public key

I a subject identifying the owner of the key

I a signature by the CA on the key and the subject binding
them together
the CA is trusted
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X.509 certificates

Figure: image from Cryptography and Network Security - Principles and Practice -
William Stallings

I X.509 defines a framework for the provision of authentication
services

I Used by many applications such as TLS
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Public key certificates

Figure: Alice can now verify Amazon’s certificate
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Using public key certificates to secure the Internet

A very important implicit assumption

The browser is trusted to be “secure”
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Amazon’s certificate
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Browser root certificates
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Chain of trust

Figure: X.509 Hierarchy - image from Cryptography and Network Security -
Principles and Practice - William Stallings

I Having a single CA sign all certificates is not practical

I Instead a root CA signs certificates for level 1 CAs, level 1
CAs sign certificates for level 2 CAs, etc
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Self-signed certificates
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The Lenovo Superfish scandal (February 2015)
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And more recently (September 2016)
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