HTTPS Explained

DR KAMI| VANIEA

I ————————————=mm——————
KAMI VANIEA 1




http versus https

/ Q) Online Banking, CD

\ + / €) Online Banking, CDs, Mon... % | +

€& @ www.ally.com Cl||[¢ € | @ Ally Finandial Inc. (US) | https://www.ally.com c

Q I Iy AllyBank  AutoFinancing  About Ally Q I Iy AllyBank  AutoFinancing  About Ally
| 1 |

CDs IRAs Checking Banking with Ally Open an CDs IRAs Checking Banking with Ally Open an

Bank: 1-877-247-ALLY(2559) callus24/7 = callwaittime:1min  Auto: 1-888-925-ALLY( Bank: 1-877-247-ALLY(2559) callus 24/7 = callwaittime:1min ~ Auto: 1-888-925-ALLY

CDs CDs

Maximize your earnings G Maximize your earmnings learn more

with our High Yield CDs — with our High Yield CDs

Savings Savings

Award-winning savings learn more Award-winning savings learn more
with no minimum balance R —— with no minimum balance

Get up to a $500 bonus RS Get up to a $500 bonus st oo

for a qualifying deposit —_— for a qualifying deposit




, A

https://ally.com

versus

http://ally.com



Encryption properties we want:

bty 1. The communication between you and the
magi sorts this other party is confidential and has not been
Confidentiality, changed

e ®No one can read what you sent

®No one can change what you sent

This one is a bit

s 2. Knowing who you are communicating with
Cryptography can ®You are talking to who you think you are talking to

verify you are

speaking to the and not someone else

same person, but

not identity.



Alice wants to talk securely with Bob
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She can encrypt the connection (1)
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But how can Alice know she is
talking to Bob and not talking to

Eve? (2)
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Man in the middle attack

Eve
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Encryption properties we want:

1. The communication between you and the other party is
confidential and has not been changed

®No one can read what you sent
®No one can change what you sent

2. Knowing who you are communicating with
®You are talking to who you think you are talking to and not
someone else



First, a short primer on encryption.

You will need to understand this eventually, but for
now you mostly need to get the general idea of It.



Link identity to keys

® Encryption often depends on keys like
the one on the right

® These keys are used with a whole pile of
math to encrypt and decrypt a file.

Overly simple example:

vessge C R Y P T O

ey A Y S Y I F

Encrypted C P Q N B T

My public key

Version: GnuPG v2
)8YfHWSOhEScNOcYC2P8q20lJwwE26T|7PpD1welDf3a81Vhm7IyXE/Xy66ypfdt3w
XmFRUulrwezY1NebWNCRQHzQvRv/VIwjbTUx+Q3HsjIkKIHbE7iCiQXXtTRKOENny
2nudcjGI2v03C3B2JCucEw6besF1x79PI/IPv2+6tgUBKmDfOpsB2vbtgrHnmAYKL
4lQBFH1YSJgnzwo2JlkhOhcHdF90Zem1eMeiDEeVkH63893N8Swk5fBKATj+SKZ/L
rQEIBBIpMRIBmMeY6bPVWRuUycVKONIMR80G9iFABXjTpWBL8aGk6EeVKSEqYDGvkd
Zlark84r+KU1KD5IfgOCN7nhwgy7VImE68caZHSRiPWZP 1fVVMhydiRJv8 WsoUs6
INFVU3nxH+ZYthPbYOT86leGSchBT5K/fBQvbjhrRTbTFwvjzSifb9efWylDi994
nzP6cNorir3GlpsT8gPgBB2/NjxaWiM6éy3X1lazlvRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFP0oJFvNetzp2bjT9a9pXaQ6KhOmo5DnhLcaV97
bFBpsUuBGaYZTSS05x1RdXHgpEbgap8dtuHhVviw9QYDQBJrOK4aKyG9qqMD8cta
Pl/FAdyAqwH8Nw9efgAK+RQxSVUaue9BYEnbIRpsDK6MkP3YMFmu5kiSAQOEUcxy
AAEIALYyXYy8G2ZaTDJpdGcRhmIgOOSUIzPV7/5E5BbYKBNuU4KU3nX+JLVCF5jxPQ
42¢7i/WRVXE1BJTiarKGsEvCi94TTXSIUKAt3T10GBtXmGvabGBqg8ljSGI1UTwdF
5yu50JyRSf2fqgRND6P/2eHNXejDUtdvhUXIUt8h9MuUO/ipDODnwIVMNnAATIHA+R
Zqw60NpyjRGzvr3iuwUwe4Pty)DI3ELAFkbp/NACSTIUVHRHNOWNplclJhM5zHuUB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgxYpDaTLAXtF+ws)L5iaUjxwRgJPOdbCZf
2Tozd7h9MXtGJDIPKI8eLG8ogcMAEQEAAYKBIQQYAQIADWUCUcxyAAIbDAUJCWYB
gAAKCRCTdsxI9/HZfS+hB/9BlgSmIgcoHFXnb1PVIKxekzL8+WVm5Pk/EgMQSLZ2
HX4p3ial5PEPcYgUw9YnaG4i00dwIGw5/daTWRrTzcnKd8YqoP+DUOt96HZDSu3m
mCzEINVAQYboFbVmGOx0e0627UBSvFgaXvAxBDYkoR8BOTnKhrQFwXkZVb30hKwD
TgAFjOGIZiEGUAdST231tFaqObizYfe5AVXRqro20xBgNbaJNgs3SWO0D831Syvdv
110Bx83/R0gg7hUkI6F2vzXicWmUWFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbV9iyczAS31gbogVLAZgNSWhp8vVIEE28Fyf/Ed

=x5FK



Public/private key cryptography

® Generate two “keys” that are paired

® Whatever one key locks only the other
key can unlock

® Public keys are given out to everybody
® Private keys are kept private

My public key

Version: GnuPG v2
)8YfHWSOhEScNOcYC2P8q20lJwwE26T|7PpD1welDf3a81Vhm7IyXE/Xy66ypfdt3w
XmFRUulrwezY1NebWNCRQHzQvRv/VIwjbTUx+Q3HsjIkKIHbE7iCiQXXtTRKOENny
2nudcjGI2v03C3B2JCucEw6besF1x79PI/IPv2+6tgUBKmDfOpsB2vbtgrHnmAYKL
4lQBFH1YSJgnzwo2JlkhOhcHdF90Zem1eMeiDEeVkH63893N8Swk5fBKATj+SKZ/L
rQEIBBIpMRIBmMeY6bPVWRuUycVKONIMR80G9iFABXjTpWBL8aGk6EeVKSEqYDGvkd
Zlark84r+KU1KD5IfgOCN7nhwgy7VImE68caZHSRiPWZP 1fVVMhydiRJv8 WsoUs6
INFVU3nxH+ZYthPbYOT86leGSchBT5K/fBQvbjhrRTbTFwvjzSifb9efWylDi994
nzP6cNorir3GlpsT8gPgBB2/NjxaWiM6éy3X1lazlvRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFP0oJFvNetzp2bjT9a9pXaQ6KhOmo5DnhLcaV97
bFBpsUuBGaYZTSS05x1RdXHgpEbgap8dtuHhVviw9QYDQBJrOK4aKyG9qqMD8cta
Pl/FAdyAqwH8Nw9efgAK+RQxSVUaue9BYENbIRpsDK6MKP3YMFmu5kiSAQOEUcxy
AAEIALYyXYy8G2ZaTDJpdGcRhmIgOOSUIzPV7/5E5BbYKBNuU4KU3nX+JLVCF5jxPQ
42¢7i/WRVXE1BJTiarKGsEvCi94TTXSIUKAt3T10GBtXmGvabGBqg8ljSGI1UTwdF
5yu50JyRSf2fqgRND6P/2eHNXejDUtdvhUXIUt8h9MuUO/ipDODnwIVMNnAATIHA+R
Zqw60NpyjRGzvr3iuwUwe4Pty)DI3ELAFkbp/NACSTIUVHRHNOWNplclJhM5zHuUB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgxYpDaTLAXtF+ws)L5iaUjxwRgJPOdbCZf
2Tozd7h9MXtGJDIPKI8eLG8ogcMAEQEAAYKBIQQYAQIADWUCUcxyAAIbDAUJCWYB
gAAKCRCTdsxI9/HZfS+hB/9BlgSmIgcoHFXnb1PVIKxekzL8+WVm5Pk/EgMQSLZ2
HX4p3ial5PEPcYgUw9YnaG4i00dwIGw5/daTWRrTzcnKd8YqoP+DUOt96HZDSu3m
mCzEINVAQYboFbVmGOx0e0627UBSvFgaXvAxBDYkoR8BOTnKhrQFwXkZVb30hKwD
TgAFjOGIZiEGUAdST231tFaqObizYfe5AVXRqro20xBgNbaJNgs3SWO0D831Syvdv
110Bx83/R0gg7hUkI6F2vzXicWmUWFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbV9iyczAS31gbogVLAZgNSWhp8vVIEE28Fyf/Ed

=x5FK



| want to prove a message is
from me

® | encrypt (lock) the message with my
private key

® Anyone with the public key can use it to
decrypt (unlock) the file. If it decrypts
(unlocks), then it must have been
encrypted (locked) by my private key and
no other.

My public key

Version: GnuPG v2
)8YfHWSOhEScNOcYC2P8q20lJwwE26T|7PpD1welDf3a81Vhm7IyXE/Xy66ypfdt3w
XmFRUulrwezY1NebWNCRQHzQvRv/VIwjbTUx+Q3HsjIkKIHbE7iCiQXXtTRKOENny
2nudcjGI2v03C3B2JCucEw6besF1x79PI/IPv2+6tgUBKmDfOpsB2vbtgrHnmAYKL
4lQBFH1YSJgnzwo2JlkhOhcHdF90Zem1eMeiDEeVkH63893N8Swk5fBKATj+SKZ/L
rQEIBBIpMRIBmMeY6bPVWRuUycVKONIMR80G9iFABXjTpWBL8aGk6EeVKSEqYDGvkd
Zlark84r+KU1KD5IfgOCN7nhwgy7VImE68caZHSRiPWZP 1fVVMhydiRJv8 WsoUs6
INFVU3nxH+ZYthPbYOT86leGSchBT5K/fBQvbjhrRTbTFwvjzSifb9efWylDi994
nzP6cNorir3GlpsT8gPgBB2/NjxaWiM6éy3X1lazlvRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFP0oJFvNetzp2bjT9a9pXaQ6KhOmo5DnhLcaV97
bFBpsUuBGaYZTSS05x1RdXHgpEbgap8dtuHhVviw9QYDQBJrOK4aKyG9qqMD8cta
Pl/FAdyAqwH8Nw9efgAK+RQxSVUaue9BYENbIRpsDK6MKP3YMFmu5kiSAQOEUcxy
AAEIALYyXYy8G2ZaTDJpdGcRhmIgOOSUIzPV7/5E5BbYKBNuU4KU3nX+JLVCF5jxPQ
42¢7i/WRVXE1BJTiarKGsEvCi94TTXSIUKAt3T10GBtXmGvabGBqg8ljSGI1UTwdF
5yu50JyRSf2fqgRND6P/2eHNXejDUtdvhUXIUt8h9MuUO/ipDODnwIVMNnAATIHA+R
Zqw60NpyjRGzvr3iuwUwe4Pty)DI3ELAFkbp/NACSTIUVHRHNOWNplclJhM5zHuUB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgxYpDaTLAXtF+ws)L5iaUjxwRgJPOdbCZf
2Tozd7h9MXtGJDIPKI8eLG8ogcMAEQEAAYKBIQQYAQIADWUCUcxyAAIbDAUJCWYB
gAAKCRCTdsxI9/HZfS+hB/9BlgSmIgcoHFXnb1PVIKxekzL8+WVm5Pk/EgMQSLZ2
HX4p3ial5PEPcYgUw9YnaG4i00dwIGw5/daTWRrTzcnKd8YqoP+DUOt96HZDSu3m
mCzEINVAQYboFbVmGOx0e0627UBSvFgaXvAxBDYkoR8BOTnKhrQFwXkZVb30hKwD
TgAFjOGIZiEGUAdST231tFaqObizYfe5AVXRqro20xBgNbaJNgs3SWO0D831Syvdv
110Bx83/R0gg7hUkI6F2vzXicWmUWFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbV9iyczAS31gbogVLAZgNSWhp8vVIEE28Fyf/Ed

=x5FK



| want to send Bob a message

that no one else can read

® | encrypt (lock) the message with Bob’s
public key.

® Only Bob has his private key, so only Bob
can decrypt (unlock) the message.

My public key

Version: GnuPG v2
)8YfHWSOhEScNOcYC2P8q20lJwwE26T|7PpD1welDf3a81Vhm7IyXE/Xy66ypfdt3w
XmFRUulrwezY1NebWNCRQHzQvRv/VIwjbTUx+Q3HsjIkKIHbE7iCiQXXtTRKOENny
2nudcjGI2v03C3B2JCucEw6besF1x79PI/IPv2+6tgUBKmDfOpsB2vbtgrHnmAYKL
4lQBFH1YSJgnzwo2JlkhOhcHdF90Zem1eMeiDEeVkH63893N8Swk5fBKATj+SKZ/L
rQEIBBIpMRIBmMeY6bPVWRuUycVKONIMR80G9iFABXjTpWBL8aGk6EeVKSEqYDGvkd
Zlark84r+KU1KD5IfgOCN7nhwgy7VImE68caZHSRiPWZP 1fVVMhydiRJv8 WsoUs6
INFVU3nxH+ZYthPbYOT86leGSchBT5K/fBQvbjhrRTbTFwvjzSifb9efWylDi994
nzP6cNorir3GlpsT8gPgBB2/NjxaWiM6éy3X1lazlvRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFP0oJFvNetzp2bjT9a9pXaQ6KhOmo5DnhLcaV97
bFBpsUuBGaYZTSS05x1RdXHgpEbgap8dtuHhVviw9QYDQBJrOK4aKyG9qqMD8cta
Pl/FAdyAqwH8Nw9efgAK+RQxSVUaue9BYENbIRpsDK6MKP3YMFmu5kiSAQOEUcxy
AAEIALYyXYy8G2ZaTDJpdGcRhmIgOOSUIzPV7/5E5BbYKBNuU4KU3nX+JLVCF5jxPQ
42¢7i/WRVXE1BJTiarKGsEvCi94TTXSIUKAt3T10GBtXmGvabGBqg8ljSGI1UTwdF
5yu50JyRSf2fqgRND6P/2eHNXejDUtdvhUXIUt8h9MuUO/ipDODnwIVMNnAATIHA+R
Zqw60NpyjRGzvr3iuwUwe4Pty)DI3ELAFkbp/NACSTIUVHRHNOWNplclJhM5zHuUB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgxYpDaTLAXtF+ws)L5iaUjxwRgJPOdbCZf
2Tozd7h9MXtGJDIPKI8eLG8ogcMAEQEAAYKBIQQYAQIADWUCUcxyAAIbDAUJCWYB
gAAKCRCTdsxI9/HZfS+hB/9BlgSmIgcoHFXnb1PVIKxekzL8+WVm5Pk/EgMQSLZ2
HX4p3ial5PEPcYgUw9YnaG4i00dwIGw5/daTWRrTzcnKd8YqoP+DUOt96HZDSu3m
mCzEINVAQYboFbVmGOx0e0627UBSvFgaXvAxBDYkoR8BOTnKhrQFwXkZVb30hKwD
TgAFjOGIZiEGUAdST231tFaqObizYfe5AVXRqro20xBgNbaJNgs3SWO0D831Syvdv
110Bx83/R0gg7hUkI6F2vzXicWmUWFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbV9iyczAS31gbogVLAZgNSWhp8vVIEE28Fyf/Ed

=x5FK



If | do both of those at the
same time | can prove that only
| could have sent the message
and that only Bob can read it.

My public key

Version: GnuPG v2
)8YfHWSOhEScNOcYC2P8q20lJwwE26T 1fVVMhydiRJv8 WsoUs6
INfVU3nxH+ZYthPbY0T86leGSchBT5K/fBQvbjhrRTbTFwvjzSifb9efWylDi994
nzP6cNorir3GlpsT8gPgBB2/NjxaWiM6éy3X1lazlvRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFP0oJFvNetzp2bjT9a9pXaQ6KhOmo5DnhLcaV97
bFBpsUuBGaYZTSS05x1RdXHgpEbgap8dtuHhVviw9QYDQBJrOK4aKyG9qqMD8cta
Pl/FAdyAqwH8Nw9efgAK+RQxSVUaue9BYENbIRpsDK6MKP3YMFmu5kiSAQOEUcxy
AAEIALYyXYy8G2ZaTDJpdGcRhmIgOOSUIzPV7/5E5BbYKBNuU4KU3nX+JLVCF5jxPQ
42¢7i/WRVXE1BJTiarKGsEvCi94TTXSIUKAt3T10GBtXmGvabGBqg8ljSGI1UTwdF
5yu50JyRSf2fqgRND6P/2eHNXejDUtdvhUXIUt8h9MuUO/ipDODnwIVMNnAATIHA+R
Zqw60NpyjRGzvr3iuwUwe4Pty)DI3ELAFkbp/NACSTIUVHRHNOWNplclJhM5zHuUB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgxYpDaTLAXtF+ws)L5iaUjxwRgJPOdbCZf
2Tozd7h9MXtGJDIPKI8eLG8ogcMAEQEAAYKBIQQYAQIADWUCUcxyAAIbDAUJCWYB
gAAKCRCTdsxI9/HZfS+hB/9BlgSmIgcoHFXnb1PVIKxekzL8+WVm5Pk/EgMQSLZ2
HX4p3ial5PEPcYgUwI9YnaG4i00dwlGw5/daTWRrTzcnKd8YqoP+DUOt96HZDSu3m
mCzEINVAQYboFbVmGOx0e0627UBSvFgaXvAxBDYkoR8BOTnKhrQFwXkZVb30hKwD
TgAFjOGIZiEGUAdST231tFaqObizYfe5AVXRqro20xBgNbaJNgs3SWO0D831Syvdv
110Bx83/R0gg7hUkI6F2vzXicWmUWFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbV9iyczAS31gbogVLAZgNSWhp8vVIEE28Fyf/Ed

=x5FK



But we still have a problem:

All that assumes that we know which key goes with
which person (2).



How do we solve the identity problem?

ldea: Have the humans do the linking of identity to
cryptographic keys.



A\ PSIRT PGP Key (Ox33EQE59¢ X

> @ Secure | https://blogs.adobe.com/psirt/?p

blogs.adobe.com F;:‘—\ Search Blogs

We could post the
public key
somewhere highly
public and
verifiable it came

Adobe Product Security Incident Response Team (PSIRT) Blog

Working to help protect customers from vulnerabilities in Adobe software. Contact us at PSIRT(at)adobe(dot)com.

PSIRT PGP Key (0x33E9E596) CATEGORIES

Alert

Security Bulletins and Advisories

Uncategorized
Version: Mailvelope v1.8.0
Comment: https://www.mailvelope.com ARCHIVES
from us. s
xsFNBFm/2KMBEADbwToJM3BCVE10eC22HgVEQNEDppXzuD2dgfKuyOM4tx2L August 2017
De7GkPjo6AOswdyi8bakLiidpw5B0J/AR1VLIjIDEMSOFIMRZIcVOUKYASQV duly 2017
c9BafZnAicY7nezkIJUmyLcIVMC60pgSHZo0EWY2PZ jxzcI4vDGhHmcg£V5X June 2017
R+duY1d3LtVI+A/5jv326LB16bCNts/tOhW2TOLraMPoCtdH842Z4tPcyp335 Moy 21T
88/dZ2C+EoMD4 iX1kIymZ 1kqE£ZNves1sRUXy27sL01VECYmi 6UNWCeeHOU?2 :‘;”;0210717
2yJxMiBCniozBKZUwcR6ysg97nng633dNImE7V30PS3zAjhEOHVMZg3B/Nfo Fobruary 2017
qzy2dAEU/JDUBhiAo+xr9VF3ZP0oC8JySORgyUm/2t3TTBaH+DnfsUBiqo5U January 2017
2T0n8x2R1FWxyZYNCTku5JOvPgRB£t13DSyJD7LDDps62nghpaVb34eprwuk December 2016
qIk0TMRUIMB4EQCc+CNFR3ZpN1AKj+HOb/TUIWCIpViu2/3g0wgdgHh+0Q1vC November 2016
Nm8vIGnQZWQ30WgnH/UFoh3RPJ+WqnDg88NmgBg8I4aNV4u8MgoObd/zrtVX October 2016
kAwYHbIZLo925NjFyPuuxhWiCotKenl8dZefB8aB81RjYuIMnCI0GQus+JIG8 September 2016
TJyEesNdK/g8HD5h1kCRSzMHD1+Ra3z/1+FFIwWARAQABzR1B2Z2G9i2SBQUO1S August 2016
VCA8cHNpcnRAYWRVYmMUuY29tPsLBewQQAQgALWUCWb/ YrwUJAeEZgAYLCQgH Rty 2018
AwWIJEIbADSKvh3YWBBUIAGoDFgIBAhkBAhsDAh4BAADk2A/ /£+6PFzg4VmL I S
P2STZPogPR/1X1Z7RIYbQosHVSFwyWOWWX1uI 1sEeD5Q07HOL 6NNMAOWS 1S ::: 22‘:1‘;
wFVFOWIa9U6SHROU1kGTSESReOg5HnXe4DcBubsKmoMS68PuiZ88wYOIM4UD March 2016
9VI9PUuaueOU40SrYHnH5gBOqurtv8wO5Cq4uTwnfnjN7n40OH0++2910PJ68B February 2016
6+kMuQyG4swmxsZhljlgGMHcs0c/BuI3W+n5w+xLM7N5jjCTjNXR+tGmstdm January 2016
RPEOLWOso+ZFwENWOCLKjYUahp3p6H9x8R13wrp2re0GhqKRgt3D4UcAgsPs December 2015



Other people can
then compare the
keys on their
computers to the
highly visible copy.

xsFNBFm/2KMBEADbwToJM3BCVE10eC22HgVEGQNEDppXzuD2dgfKuyOM4tx2L
De7GkPjo6AOswdyiB8bakLiidpw5B0J/AR1VEIjIDEMSOFIMRZ IcVOUKYASqQV
c9BafZnAicY7nezkIJUmyLcIVMC60pgSHZzo00EWY2PZ jxzcI4vDGhHmcg£fV5X
R+du¥1ld3LtVI+A/5jv326LB16bCNts/tOhW2T0LraMPoCtdH8424tPcyp335
58/dZ2C+EoMD4iX1kIymZ1kgE£fZNvces1sRUXy27sL01VHcYmi6UNWCeeHOU2£+6PFzg4VmLI
PzsTZPogPR/1X1Z7RIYbQosHVvSsFwyWOWWX1uIlsEeD5Qo7HQt 6NNMAOW51Js
wFVFOWIa9U6SHRoOU1kGTSESReOg5HnXe4DcBubsKmoMS68PuiZ88wYOIM4UD
9V9PUuaue0U40SrYHnH5gqBOqurtv8wO5Cq4uTwnfnjN7n4OH0++2910PJ68B
6+kMuQyG4swmxsZhljlgGMHcs0c/Bul3W+n5w+XxLM7N5jjCTjNXR+tCmstdm
RPEOLWOso+ZFwENWOCLKjYUahp3p6H9x8R13wrp2re0GhqKRgt3D4UcAgsPs

k]
”

A\ PSIRT PGP Key (Ox33EQE59¢ X

@ Secure | https://blogs.adobe.com/psirt

Version: Mailvelope v1.8.0
Comment: https://www.mailvelope.com

xsFNBFm/2KMBEADbwToJM3BCVE 10eC22HgVEQNEDppXzuD2dgfKuyOM4tx2L
De7GkPjo6A0Oswdyi8bakLiidpw5B0J/AR1VtIjIDEMSOFIMRZIcVOUKYASqV
c9BafZnAicY7nezkIJUmyLcIVMC60pgSHZzo0EwWY2PZ jxzcI4vDGhHmcgfV5X
R+duY1d3LtVI+A/5jv326LB16bCNts/tOhW2T0LraMPoCtdH84Z4tPcyp335
58/dZ2C+EoMD4iX1kIym21kqE£f2ZNves1sRUXy27sL01VHcYmi6UNWCeeHOU2
2yJxMiBCniozBKZUwcR6ysg97nng633dNImE7V30PS3zAjhEOHVMZg3B/Nfo
qzy2dAEU/JDUBhiAo+xr9VF3ZP0oC8JySORgyUm/2t3TTBaH+DnfsUBiqo5U
2T0n8x2R1FWxyZYNCTku5JOvPgRBf£t13DSyJD7LDDps62nghpaVb34eprwuk
qIk0TMRUIMB4EQc+CcNFR3ZpN1AKj+HOb/TUJWCIpVju2/3g0wgdgHh+0Q1lvC
Nm8vIGnQZWQ30WgnH/UFoh3RPJ+WqnDg88NmgBg8I4aNV4iu8MgoObd/zrtVX
kAwYHbIZLo925NjFyPuuxhWiCotKenl8dZefB8aB81RjYuIMnCI0GQus+JIG8
TJyEesNdK/g8HD5h1kCRSzMHD1+Ra3z/1+FFIwWARAQABzR1B2Z2G9i2SBQUO1S
VCA8cHNpcnRAYWRvYmMUuY29+PsLBewQQAQgALWUCWb/YrwUJAeEzgAYLCQgH
AwIJEIbADS8Kvh3YWBBUIAgoDFgIBAhkBAhsDAh4BAADkK2A//£+6PFzg4VmLI
PzsTZPogPR/1X1Z7RIYbQosHVSFwyWOWWX1uIlsEeD5Qo7HQt6NNMAOWS1Js
wFVFOWIa9U6SHROU1IkKGTSESReOg5HnXe4DcBubsKmoMS68PuiZ88wYOIM4UDP
9VI9PUuaueOU40SrYHnH5gBOqurtv8wO5Cq4uTwnfnjN7n40OH0++2910PJ68B
6+kMuQyG4swmxsZhljlgGMHcs0c/Bul3W+n5w+xLM7N5j jCTjNXR+tCmstdm
RPEOLWOso+ZFwENWOCLKjYUahp3p6H9x8R13wrp2re0GhqKRgt3D4UcAgsPs

blogs.adobe.com —5\ Search Blogs

Adobe Product Security Incident Response Team (PSIRT) Blog

Working to help protect customers from vulnerabilities in Adobe software. Contact us at PSIRT(at)adobe(dot)com.

PSIRT PGP Key (0x33E9E596)
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Though we must
be careful to post

ONLY the public
key...

A\ PSIRT PGP Key (Ox33EQES90 X

& Secure | https://blogs.adobe.com/psirt/?page_id=146

vav v, - viwivrw vse ~ - - v - -, srvgergvay -

GAEIABKFAlm/2LAFCQHhM4AJEIbADS8Kvh3YWAhsMAACz+g/+KmbnChEUZXdo
ZIvPzphw3KvZQHWCY+5qGgdoxNkfkUSKhkzCOM51Kg7emVpvXYrMRAIRHXFP
83HIahASUiufsDt7Q1MwVRGtIYXhH+TNZBBbDBVQ1JIQxuC3mH7F/tFHbIN1IG
kURUwa2fdDBPw2+DOWa2+iVhcPhfB2iy9%exs2txXjgPx67aZi70Jwd4ixvpY
TWs/M5I6SXQsyuB50Qw0jtXKioQyTOLmeUFmJR2ULS5FK+t55Xus44mRCujEUn
YDgDmxKDnhssEVNWZ4KWs 2uvNXNwlnZcHVSYXukf3F1CWpOTESCOecdgbvl0
Cs+vLivxiksh33xqZWnD78xv92t2Ggp2a41gBOaaCjx2irgZ9RHIVOYzZNEQz
yz5XYEGI2iCrvdStrbZfX1Dgsllrgs/pZRbV48KbfubDvGZuNR3hrsfmfsgr
zkESOQmpuKhj/Es3CKjdafLDc8HOyVhI+n4tviWXyRpYEhuDh/tzeDuuB9v£iG
QA9TNhSpApS1HFIk1md9knWbExJ0srUbK2QVmVn9CZx/sdUfwDWplGeANLsO
MRN1r3IrklbZObFH+nrcJQZ5+sDzHGNe4P9Dt30yvFHoyS1BkRndLuawSlgh
LJyYLUVFjL3i3jbiNT1NKldwgaL2i90uRAuHthoFGOKIgr6hmtOYzUem/cl+
Z1Rwd77Vmfc=

=Q0c7

Version: Mailvelope v1.8.0
Comment: https://www.mailvelope.com

xcaGBFm/2KMBEADbwToJM3BCVE10eC22HgVEGNEDppXzuD2dg fKuyOM4tx2L
De7GkPjo6R0swdyi8bakLiidpw5B0J/AR1VtIjIDEMSOFIMRZIcVOUKYASQV
c9BafZnAicY7nezkIJUmyLcIVMC60pgSH200EWY2PZ jxzcI4vDGhHmegfV5X
R+du¥Y1ld3LtVI+A/5jv326LB16bCNts/tOhW2TO0LraMPoCtdH8424tPcyp335
s8/dZ2C+EoMD4iX1kIymZ1kqEfZNvcs1sRUXy27sL01VHcYmi 6UNWCeeHOU2Pl 2014
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Nice idea, but It does not scale.

Also a chicken-and-egg problem. How do we find a
place guaranteed to be from us without using
cryptography?



ldea 2: What if everyone did a few verifications. We
could slowly build a web of verifications like:

Alice verified Bob’s key
Bob verified Charlie’s key

SO
Alice can trust Charlie’s key



Web of trust

® Alice hand verifies that Bob’s public key
really does belong to Bob

® Then Alice “signs” the key by encrypting
it with her private key.
® Now anyone that has hand verified

Alice’s key, can also trust Bob’s key (if
they trust Alice to do verifications).

My public key

Version: GnuPG v2
)8YfHWSOhEScNOcYC2P8q20lJwwE26T|7PpD1welDf3a81Vhm7IyXE/Xy66ypfdt3w
XmFRUulrwezY1NebWNCRQHzQvRv/VIwjbTUx+Q3HsjIkKIHbE7iCiQXXtTRKOENny
2nudcjGI2v03C3B2JCucEw6besF1x79PI/IPv2+6tgUBKmDfOpsB2vbtgrHnmAYKL
4lQBFH1YSJgnzwo2JlkhOhcHdF90Zem1eMeiDEeVkH63893N8Swk5fBKATj+SKZ/L
rQEIBBIpMRIBmMeY6bPVWRuUycVKONIMR80G9iFABXjTpWBL8aGk6EeVKSEqYDGvkd
Zlark84r+KU1KD5IfgOCN7nhwgy7VImE68caZHSRiPWZP 1fVVMhydiRJv8 WsoUs6
INFVU3nxH+ZYthPbYOT86leGSchBT5K/fBQvbjhrRTbTFwvjzSifb9efWylDi994
nzP6cNorir3GlpsT8gPgBB2/NjxaWiM6éy3X1lazlvRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFP0oJFvNetzp2bjT9a9pXaQ6KhOmo5DnhLcaV97
bFBpsUuBGaYZTSS05x1RdXHgpEbgap8dtuHhVviw9QYDQBJrOK4aKyG9qqMD8cta
Pl/FAdyAqwH8Nw9efgAK+RQxSVUaue9BYEnbIRpsDK6MkP3YMFmu5kiSAQOEUcxy
AAEIALYyXYy8G2ZaTDJpdGcRhmIgOOSUIzPV7/5E5BbYKBNuU4KU3nX+JLVCF5jxPQ
42¢7i/WRVXE1BJTiarKGsEvCi94TTXSIUKAt3T10GBtXmGvabGBqg8ljSGI1UTwdF
5yu50JyRSf2fqgRND6P/2eHNXejDUtdvhUXIUt8h9MuUO/ipDODnwIVMNnAATIHA+R
Zqw60NpyjRGzvr3iuwUwe4Pty)DI3ELAFkbp/NACSTIUVHRHNOWNplclJhM5zHuUB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgxYpDaTLAXtF+ws)L5iaUjxwRgJPOdbCZf
2Tozd7h9MXtGJDIPKI8eLG8ogcMAEQEAAYKBIQQYAQIADWUCUcxyAAIbDAUJCWYB
gAAKCRCTdsxI9/HZfS+hB/9BlgSmIgcoHFXnb1PVIKxekzL8+WVm5Pk/EgMQSLZ2
HX4p3ial5PEPcYgUw9YnaG4i00dwIGw5/daTWRrTzcnKd8YqoP+DUOt96HZDSu3m
mCzEINVAQYboFbVmGOx0e0627UBSvFgaXvAxBDYkoR8BOTnKhrQFwXkZVb30hKwD
TgAFjOGIZiEGUAdST231tFaqObizYfe5AVXRqro20xBgNbaJNgs3SWO0D831Syvdv
110Bx83/R0gg7hUkI6F2vzXicWmUWFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbV9iyczAS31gbogVLAZgNSWhp8vVIEE28Fyf/Ed

=x5FK



Wonderful idea in theory. But verifying those long
keys is hard... also | don’t actually trust most of you
to do a thorough job of it....



ldea 3: What if a couple of trusted groups did the
verifications. Then they could have high standards
and everyone could just trust them.



Certificate Hierarchy

aQuoVadis Root CA 2
1 14 aQuoVadis EV SSL ICA G1
Certificate Authorities ol B O
® A certificate authority verifies some Certificate Fields
properties of a person/organization 'Id
. oo . aValidit
and issues a “certificate” signed by o aufore
their private key. Not After
o . . Subject
® Certificates can be quite detailed +Subject Public Key Info
about what has been verified, and Subject Public Key Algorithm
. . Subject’s Public Key
what they have been verified to do. Field Value

Modulus (2048 bits):

9d 6b Ba 90 ff 2a <7 ad 11 f£f0 5f 95 ff 24 £f5 ¢l
fa %b dé 38 Y9c de 90 49 8f b5 Zc Y9c Bb 51 ec 74
9b 69 17 ed b7 25 8c c0 8c ac 90 28 55 97 00 Ob
dz2 ed4d 88 <5 4b 03 as 3d 73 do 92 ac 25 0& 99 39
bl 13 c8 2a 56 9d 6d 89 47 b0 eb 8b 8 cB8 17 25
fd 60 1lc ke £5 €2 fb 5f 82 22 cb a5 5d 0f 24 92
25 04 ¢c2 16 4a 35 66 a6 66 b3 ¢5 75 £ff 5e cb 94
321 cb =26 a5 aa f£4 2a 40 72 42 ed4 93 43 b2 ag Oe

Export...
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B & Ally Financial Inc. (US) | https//wv (& h’O\ Search
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. @ AllyFinancial Inc. -
Secure Connection

Certificate
Authorities
are used by

b rowse rs to Mlc-h-igan, %JS
verify _

identity

You are securely connected to this site, NVEST OPEN ACCOUNT

owned by:

YUNT NV DT YV

Whether it's banking, credit card,
home loans or auto finance, nothing stops
us from doing right by you.

7 = L% &

View Ally Bank Auto Online Banking onthe Why Choose Ally



You can see
lots of
details
about any
encrypted

connection.

Page Info - https://www.ally.com/

o = [

General Media Permissions

Web Site Identity
Web site: www.ally.com
Cwner: Ally Financial Inc.

Verified by:  Entrust, Inc.

Privacy & History
Have Ivisited this web site before today? Yes, 10 times

Is this web site storing information (cookies) on

Yes
my computer?

Have I saved any passwords for this web site? No

Technical Details

View Certificate

View Cookies

View Saved Passwords

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 256 bit keys, TLS 1.2)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorised people to view information travelling between
computers. It is therefore unlikely that anyone read this page as it travelled across the network.

Help



;Q online Banklpg CDs, * / oo )ﬁ‘ ' 7 !! /&
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Fu o @ Ally Financial Inc. (US) | https: //\.v & HO\ Search 6 o ﬂ University of Edinburgh (GB) | | Edy & H Q. Search
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@ Ally Financial Inc. - @ University of Edinburgh
‘ Secure Connection R

Secure Connection

BA You are securely connected to this site, e You are securely connected to this site,
owned by: owned by: !
Ally Financial Inc. University of Edinburgh
Detroit EDINBURGH ‘
Michigan, US City of Edinburgh, GB

Verified by: Entrust, Inc. Verified by: QuoVadis Limited

More Information

More Information

YUNIT NVVI T U7 YV

Whether it's ba
home loans or auto
us from doin

But now don’t we just have the same problem
again?

How does the browser know which Certificate

Authorities to trust?

%

View Ally Bank

Freedom of Inf{

Auto Online

Bankin



L. Insecure Connection

Clearly some - 6 () https://student.inf.ed.ac.uk (G Q, Search
Certificate '
Authorities are

trusted and some Your connection is not secure

are not.

The owner of student.inf.ed.ac.uk has configured their website
improperly. To protect your information from being stolen, Firefox

has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block

malicious sites




Errors on
student.inf.ed.ac.uk
are a bit easier to
understand though,
identity information
IS missing...

Page Info - https://student.inf.ed.ac.uk/ WA @

Web Site Identity
Web site: student.inf.ed.ac.uk
Owner: This web site does not supply ownership information. I

Verified by:l Mot specified

Privacy & History

Have I visited this web site before today? No
Is this web site storing information (cookies) on : :
g { ) No View Cookies
my computer?
Have I saved any passwords for this web site? No View Saved Passwords

Technical Details
Connection Not Encrypted
The web site student.inf.ed.ac.uk does not support encryption for the page you are viewing.

Information sent over the Internet without encryption can be seen by other people while it is in
transit.

Help

31



Certificate Viewer: “student.inf.ed.ac.uk”

This site is “self »
sighed” which

means that the
University created

its own Certificate T

Authority and used S DS T T

Certificate Fields

° ° 7"I|".El|idit},|’
it to sign all the Not Before
. Mot After
sites keys. Subject
¥ Subject Public Key Info
Subject Public Key Algorithm
* Extensions ‘
Why? It costs el s
Modulus (1024 bits):
money to get a bf 27 87 c2 9d 7f Bc b4 97 2 61 29 e2 cb 3c c5
A o 0 fé b5 ab 2a f4 42 aa 93 06 ce d9 df ce 8b 24 fc
S|gned Certlflcate. bd 53 4d 8b d4 c4 29 be 6f 86 1a 45 Ba 508 21 98

cf 94 da& d6 e6 8d 42 41 be &8f 68 86 df 17 d2 73
48 05 78 d7 cB 1c 18 al de 27 al a? 81 de6 ed 9c
gf 7b 92 ba 2c 7f 64 c2 1d 7d b4 64 al %9& 35 d3
cd 61 dg& a9 72 d3 ef 43 b9 fb 22 c8 54 cB 3f d4
b2 52 239 b6 7e 26 89 20 8a 1lc 43 c7 21 13 e0 Bf

Export...




DICE machines will never give you an error on
student.inf.ed.ac.uk but your personal laptop will.

What 1s the difference?



Your operating system and your browser both
maintain lists of Certificate Authorities that they trust.

These lists differ between operating systems,
browsers, and organizations.



Each organization
makes its own
trust decisions
about Certificate
Authorities

= Infoworld INSIDER> Sign In | Register

FROM IDG

About =
Informed news analysis every weekday

INFOWORLD TECH WATCH

By Fahmida Y. Rashid, Senior Writer, InfoWorld
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Google to Symantec: We don't trust you anymore

Admins need to consider whether they still want to use Symantec after its
repeated mistakes with issuing TLS certificates

O0OPOCO0OCO0

geraltvia pixabay
Security teams, network administrators, and operations teams have busy
days ahead. Google’s Chrome development team is fed up with Symantec as
a certificate authority and has announced plans to no longer trust current
Symantec certificates.

In the past 18 months, Google has tangled repeatedly with Symantec over
the way it issues transport layer security (TLS) certificates, with Symantec
promising to do better. The latest incident—an investigation into 127 mis-
issued certificates—ballooned into “at least 30,000, issued over a period
spanning several years,” Ravi Sleevi, a software engineer on the Google
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RISK ASSESSMENT -~ SECURITY & HACKTIVISM
E Certihicate Informaton
Lenovo PCs ship with man-in-the-middle This certicate s intended for the following purpose(s):
adware that breaks HTTPS connections " Ao pots
[Updated]

Superfish may make it trivial for attackers to spoof any HTTPS website.

by Dan Goodin - Feb 19, 2015 11:36am EST
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T hey @Gogo, why are you issuing *.google.com
certificates on your planes?




Questions?



