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SSL/TLS protocol

Goals: Confidentiality, Integrity, Non repudiation
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SSL/TLS use X.509 certificates and hence asymmetric
cryptography to exchange a symmetric key. This session key is
then used to encrypt subsequent communication. This allows for
data/message confidentiality, and message authentication codes
for message integrity and thus, message authentication.
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SSL/TLS protocol

Google

One account. All of Google.

Sign in to continue to Gmail

Myrto Arapinis
myrto.arapinis@gmail.com

Password |

Need help?

Manage accounts on this device

One Google Account for everything Google
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SSL/TLS protocol
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TCP/IP protocol stack

APPLICATION LAYER

(HTTP, FTP, ETC.)

SECURITY LAYER
(TLS/SSL)

INTERNET LAYER

(IP)

» TCP/IP provides end-to-end connectivity and is organized
into four abstraction layers which are used to sort all related
protocols according to the scope of networking involved

» The SSL/TLS library operates above the transport layer (uses
TCP) but below application protocols
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SSL/TLS protocol layers

SSL/

HTTP FTP Tehet Other
Change
Handshake Cipher Spec Alert
Record
TCP/IP
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SSL/TLS handshake protocol

Hello, let’s set up a secure SSL session

Hello, here is my certificate

Also checks that:
© Certificate is valid

=4 o Signed by someone
“‘ user trusts 2

(i 3 Here is a one time, encryption key for our session
(encry Server's pu )

Customer

4 Server decrypts session key using its private
key and establishes a secure session

&5

01010010110 pT 01010010110
4
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Client Hello

shark File Edit View Go Capti Analyze _Statistics _Telephony _Wireless _Tools _Hely & O % =

7| tlsGmail.pcapng

© MR QesEF S . H Qaarl

[ Apply a display filter ... <3/>

No. Time Source. Destination Protocol  Length _Info.

172.16.76.158 172.217.23.45
133 5.978337850  172,16.76.158 172.217.23.45 TLSVL..
134 5.979058758 172.217.23.45 172.16.76.158 TP
Cipher Suites Length: 30
v Cipher Suites (15 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc62b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (8xcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc62c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc@30)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
Cipher Suite: TLS_RSA WITH_AES_256_CBC_SHA (0x035)
Cipher Suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (6x000a)
Compression Methods Length: 1
Eompr:sslon Methods (1 method)
Length
server_name
Extended Master Secret
renegotiation_info
el\wuc curves
:_fornats
Sesctonticket TLS
next_protocol_negotiation

v

vvvvvvy

o 1ubdse @0 00 16 03 01 00 ca 01 03
03 5 b3 39 3a 7e 7a 5d seuaonanbssbu
03 23 67 a6 28 20 44 43 Fe 4 oc 41 63 29 39 ob 4t

Qe
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Server Hello

806 - = tisGmail.pcapng - ol
AW 4 © =l Z2F 8 . HAIQT
[Apply a display filter ... <3/> 0 -] epreson.. 4

o. Time Source. Destination Protocol _ Length | Info
132 5.977515105 172.16.76.158 172.217.23.45 TP 54 35638+443 [ACK] Seq=1 Ack=1 Win=29200 Len:
133 5.978337850  172.16.76.158 172.217.23.45 TLSVI.. i

134 5.979058758

B TCP.
Frame 135: 2814 bytes on wire (22512 bits), 2814 bytes captured (22512 bits) on interface 0

Ethernet II, Src: Vaware_f 2), Dst: Vmware 9e:08:02 (80:0c:29:9:08:02)
Internet Protocol Version 4, Src: 172.217.23.45, Dst: 172.16.76.158

Transmission Control Protocol, Src Port: 443, Dst Port: 35638, Seq: 1, Ack: 208, Len: 2760
Secure Sockets L:

v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 7
Handshake Protoco

Hvvvy

<

Server Hello
Server Hello (2)

Versmn. Tls 1.2 (0x0303)

Sessxnn 10 Length: 0

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)

Compression Method: null

Extensions Length: 3
» Extensio
» Extension: server_name

: Extended Master Secret

SessionTicket TLS
Application Layer Protocol Negotiation
ec_point_formats

a
1

00
90
8e
00
03
00
89

88388Es
SR88AES




Certificate

tlsGmail.pcapng

Am e @R JesEFy . H aaal
[W]Apply a display filer .. <36/> 0 | eoweson.. 4
Time Source. Destination Protocol  Length  Info

134 5.979058758  172.217.23.45 172.16.76.158 Tcp 60 443-35638 (ACK] Seq=1 Ack=208 Win=64240 Len=0

135 6.015031282  172.217.23.45 172.16.76.158 TLSv1.. 2814 Server Hello

136 6.015054625  172.16.76.158 172.217.23.45 Tcp 54 35638-443 (ACK] Seq=208 Ack=2761 Win=33580 Len=0

13; 17278 172 51 158 TLSvL. 841 CertificateServer EXchnge, ServerHetloThone

172.16.76.158 172.217.23.45 Tcp 54_35638-443 (ACK] Seq=208 Ack=3548 Win=36500 Len=0
serialNunber: 7377627938644829374

» signature (sha256WithRSAEncryption)
» issuer: rdnSequence (@)
» validity
» subject: rdnSequence (@)
v subjectPublicKeyInfo
» algorithm (rsaEncryption)
v subjectPublicKey: 3082010202820101002200c2a01111bb@11132301a5fcdfd.
publicExponent: 65537
» extensions: 8 items

o yption)

Algorithm Id: 1.2.840,113549.1.1.11 (

82 01 0a 02 82 01 01

11 32 30 1a 5f cd fd
3 4e 92

82
a0

fc of dé 7 fe ef cb 7 9

d5 8c 3 4f c6 a7 ab da 18 e8 04
da e c0 86 6c c4 25 e3
17 54 8 86 71 bb 73 df b4
el 88 78 26 5b a4 7 d8 0d
79 38 de bd 15 a5 54 be 78

47 22 0c €7 19 bd
[ €730 82 6116338 1d &
25 04 16 6 08 2b 06 01 05 05 07
55 75 00 01 05 03 07 03 a5 30 33 08 0

237.by 475




www.gmail.com's certificate

Safari is using an encrypted connection to accounts.google.com.

7\

L@

Encryption with a digital certificate keeps information private as it's sent to or
from the https website accounts.google.com.

[=] GeoTrust Global CA
& [ Google Internet Authority G2
& L accounts.google.com

Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Algorithm
Parameters
Public Key

Exponent
Key Size

Kev lsane

? (

Hide Certificate [

Google Internet Authority G2

7377627938644829374
3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
none

Thursday, 6 October 2016 13:59:57 British Summer Time
Thursday, 29 December 2016 12:28:00 Greenwich Mean Time

RSA Encryption (1.2.840.113549.1.1.1)

none

256 bytes : AA 00 C2 A0 F1 11 BB 01 11 32 30 1A 5F CD FD FF 77 62
A8 FC OF D6 OA 85 67 FE EF CB F7 93 4E 9A CE 49 BC D5 8C 3B 67 B7
4F C6 A7 AB DA F8 E8 04 8A 89 C6 DA 99 EC 3D 42 8C OE CO 86 0C
C4 25 E3 EE93 AF 17 0C B3 51 88 54 F8 86 71 BB 73 DF B4 CF OE 3A
E1 AB 72 F9 9E 88 78 26 5B A4 F7 D8 0D C2 A0 70 79 56 C2 43 07
38 DEBD 15 A5 54 BE 78 C7 AF 1ACD 3871 07 AAEC 2E FB 18 EE FE
78 16 AB 5B 37 E4 97 CO 42 D6 00 48 3D 15 64 OB 76 7C B3 88 D9
16 41 3B 4B 0D A5 F7 D8 76 D8 7C E7 4B BA 3E A1 A8 A4 1E 32 58 FB
4C 9D 30 01 FE 7F 90 61 2A EC A3 D1 28 7D 57 1C 1F A7 E1 48 DF
6502 7537 2B C3 52 72 7C B6 5E BE F5 ED 16 DO BC 7C EF 09 2F BS
9E 57 46 E2 F8 2C D3 ED 4A 14 7A 57 04 E4 07 8E A1 B4 10 FE 27 8C
CA 7E E3 E1 B6 27 D7 BS 44 52 99 0B 0B 0C 92 36 47 22 0C E7 19 BD
65537

2048 bits

Encrunt Verifu Nerive

oK |
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www.gmail.com

Key exchange

806
Ama® @R JeED>EF I
Apply a display filter ... <38/>

No. Time Source. Destination Protocol _ Length | Info.
136 6.015054625 172.16.76.158 172.217.23.45 TCP 54 35638-443 [ACK] Seq=208 Ack=2761 Win=33580 Len=0
137 6.015117278  172.217.23.45 172.16.76.158 TLSV1. 841 CertificateServer Key Exchange, Server Hello Done
138 6.015126370  172.16.76.158 172.217.23.45 TCP 54 35638-443 [ACK] Seq=208 Ack=3548 Win=36500 Len=0

139 6.617904477  172,16.76.158 172.217.23.45 TLSv1. 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request =
| 140 6.019370071 172.16.76.158 172.217.23.14 ocsP 491 Request
v Secure Sockets Layer
¥ TLSV1.2 Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x303)
gth: 70

v Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 66
v EC Diffie-Hellman Client Params

Pubkey Lengt!

» TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

» TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
0000 00 50 56 f@ 7d d2 00 @c 29 9e 08 02 08
0010 00 ab c3 9a 40 00 40 @6 ba 02 ac 10 4c
0020 17 2d 8b 36 01 bb 8f a7 2f 49 2e 21 d9
0030 8e 94 bd 4d 00 00 16 @3 ©3 00 46 10 00

0040 04 58 Oc 88 22 85 65 d3 8a 86 5a a5
0050 d7 5d 73 1d 40 c5 bS b7 04 1c cf Oe 2f
0060 de 13 74 92 b7 83 5d 9f @b 01 24 b

2
&
=
&y
8
A

0070 5c 9b c7 99 36 2f c3 al 4 43 b5 d4 20 1c 5b
0080 35 14 03 03 80 01 01 16 ©3 03 00 28 00 00 80 00
0090 00 00 00 00 a8 98 79 12 f3 9 21 a7 d6 24 cc
0020 16 37 73 75 62 63 4c 07 10 6c f2 83 c2 34 a3 71
0000 da 81 62 eB




Change cipher spec

006 ” tisGmail.pcapng
am C 5 BHaaar
Apply a display filter ... <3€/>
T e s
136 6.015054625 172.16.76.158 172.217.23.45 T 54 35638443 [ACK] Seq=208 Ack=2761 Win=33580 Len=0
137 6.015117278  172.217.23.45 172.16.76.158 TLSVI. 841 CertificateServer Key Exchange, Server Hello Done
138 6.015126370  172.16.76.158 172.217.23.45 TCP 54 35638443 [ACK] Seq=208 Ack=3548 Win=36500 Len=0
139 6.017904477  172.16.76.158 172.217.23.45 Client Exch: est —
! 140 6.019370071  172.16.76.158 172.217.23.14 0CSP 491 Request

Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 66
v EC Diffie-Hellnan Client Params
Pubkey Length: 65
Pubkey: 04580c88228565d3828653251d1c08€2d75d731d40C5b5b7.. . .
Change Cipher Spec Protocol: Change Cipher Spec
Change Cipher Spec (28)

Change Cipher Spec Message
» TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
0000 00 50 56 6 7d d2 60 6c 20 9e 08 02 08 00 45 00 .PV.}.
0010 00 a6 c3 9a 40 00 40 06 ba 02 ac 10 4c 9e ac d9 e.e.
0020 17 2d 8b 36 01 bb 8f 1 50 18
0030 8e 94 bd 4d 00 @0 16 03 03 10 a2
0040 04 58 Oc 88 22 85 65 d3 8a 86 5a a5 1d 1c 08 e
0050 d7 5d 73 1d 48 c5 b5 b7 @4 1c cf @e 2f d8 77 71
0060 de 13 74 92 b7 83 5d 9f @b 01 2c 00 4b a5 el 30
0070 5c 9b c7 99 36 2f c3 al f4 43 bS d4 20 1c 5b 33
0080 35 14 63 03 00 01 01 16 03 03 00 28 00 00 00 00
6090 00 00 00 00 a8 98 79 12 f3 9 21 a7 d6 24 cc dd gb o
0020 16 37 73 75 62 63 4c 87 10 6c 2 83 c2 34 a3 71 .7subcl.
0000 da 81 62 €8

a1
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www.mitls.org

miTLS, Triple Handshake, SMACK, FREAK, Logjam, and SLOTH

¥ mitls.org
SimSec ¥ CSexam ¥ La ts dévoilés € v v Security-Club ¥ Teaching ¥ Tutorini
i, miLs  Publications Attacks Code FlexTLS People
Alert 3SHAKE VHC SMACK Logjam SLOTH
Protocol  Cryptographic  Implementation  Deployment

A Zoo of TLS attacks

‘Attacks on TLS that break the intuitive security property of a virtual recreation of a physically secure channel can be categorized
along three dimensions.

1. Protocol logic vs. cryptographic design flaw
2. Specification/Standard vs. Implementation efrors
3. TLS vs. Context

Flaws in the protocol logic

Attacks targeting the protocol logic may for instance cause the client and server to negotiate the use of weak algorithms even
though they both support strong cryptography.

If the faulty negotiation \nil: cammms 1o the specification, then the attack ison the Snemhcaﬂon \MN (as, e. g pamally enabled by
the False from the spec gic [Dimcev,
ooy .1 an s an oo movmemtaton. 35 iy sspects 1 . Sandars v o uneripootia ot GUs 1% 1ok
always possibl to distinguish between these two cases.

Another class of protocol logic flaws are state-machine bugs [Early CCS Attack, SMACK Attack].

‘The attack can also be either an attack on TLS proper, or on its context, e.g. if the attacker can just change the configuration files
to deactivate strong cryptography. As the TLS standard does not describe APIs or configuration file formats, context specific
attacks are always implementation specific.

The renegotiation attack [TLS_Reneg_Attack] is a logical attack on the TLS standard, where one peer believes it s running the
first handshake on a connection, while the other peer is running a re-handshake. miTLS prevents the renegotiation atiack by
implementing the renegotiation extension.

More generally, the TLS specification is vague about how applications should handle data coming from consecutive sessions, e.g.
whether it is safe to join them and consider them as a single stream, or if the ser should be notified of the change of context. The
renegotiation extension partially fixes the problem, but it stil leaves room for our alert attack, where the attacker can tum any
authentic fatal alert into a waming alert, which gets ignored by defautt

Much more seriously, resuming the attacker controlled session on a different connection re-enables the renegotiation attack. This.
attack is known as the triple handshake attack and is an instance of a larger class of attacks resulting from inadequate channel
binding in compound authentication protocols. The MITLS security theorem does not promise channel binding across different
‘connections and is thus not violated by the attack. To be secure, applications making use of mITLS have, however, to be carefully
designed to make use of the provided security cues. We give a basic HTTPS client, mHTTPS, as an example for such an
application. Subsequently the flaw is also being patched at the TLS level using a new extension.

Cryptographic design flaws

Attacks exploiting cryplographic design flaws may simply result from cryptanalytic progress against the cryptographic buikding
blocks of TLS. They can, however, aso result ffom improper non-blackbox use of ofherwise secure cryptographic consiructons.
An example for this (8 of TLS allow using knowledge of e next 14 /27
Infiakontion vecior (V) % et up sxfeptive plaintext sttacks, S0, 8.5, OpenSt. archive for & first menfion of e BEAST afiack



www.mitls.org

SSL/TLS renegotiation

Client and server are allowed to initiate renegotiation of the session
encryption in order to:

» Refresh keys
> Increase authentication
> Increase cipher strength

> ..

Client or server can trigger renegotiation by sending a hello
meesage

15 /27



SSL/TLS renegotiation weaknesses

» Renegotiation has priority over application data!

> Renegotiation can take place in the middle of an application
layer transaction!

& o

Server (HTTPS)

Client Attacs

——=—4¢
Rl

the packets

@

Handshake sesson ed (chént server)
within the encrypted session 2 (stacher-server)

@-

(Detailed on the board)

Incorrect implicit assumtion: the client doesn’t change through
renegotiation

16 /27



Marsh Ray's plaintext injection attack on HTTPS
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Marsh Ray's plaintext injection attack on HTTPS

Attacker:
GET /pizza?toppings=pepperoni;address=attacker_str HTTP/1.1
X-Ignore-This: (no carriage return)

17 /27



Marsh Ray's plaintext injection attack on HTTPS

Attacker:
GET /pizza?toppings=pepperoni;address=attacker_str HTTP/1.1
X-Ignore-This: (no carriage return)

Victim:

GET /pizza?toppings=sausage;address=victim_str HTTP/1.1
Cookie:victim_cookie

17 /27



Marsh Ray's plaintext injection attack on HTTPS

Attacker:
GET /pizza?toppings=pepperoni;address=attacker_str HTTP/1.1
X-Ignore-This: (no carriage return)

Victim:
GET /pizza?toppings=sausage;address=victim_str HTTP/1.1
Cookie:victim_cookie

Result:

GET /pizza?toppings=pepperoni;address=attacker_str HTTP/1.1
X-Ignore-This:GET /pizza?toppings=sausage;address=victim_str HTTP/1.1
Cookie:victim_cookie

17 /27



Marsh Ray's plaintext injection attack on HTTPS

Attacker:
GET /pizza?toppings=pepperoni;address=attacker_str HTTP/1.1
X-Ignore-This: (no carriage return)

Victim:
GET /pizza?toppings=sausage;address=victim_str HTTP/1.1
Cookie:victim_cookie

Result:
GET /pizza?toppings=pepperoni;address=attacker_str HTTP/1.1

X-Ignore-This:GET /pizza?toppings=sausage;address=victim_str HTTP/1.1
Cookie:victim_cookie

= Server uses victim’s account to send a pizza to attacker!

17 /27



Anil Kurmus' plaintext injection attack on HTTPS
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Anil Kurmus' plaintext injection attack on HTTPS

Twitter status updates using its APl by posting the new status to
http://twitter.com /statuses/update.xml, as well as the user name
and password

18 /27



Anil Kurmus' plaintext injection attack on HTTPS

Twitter status updates using its APl by posting the new status to
http://twitter.com /statuses/update.xml, as well as the user name
and password

Attacker:

POST /statuses/update.xml HTTP/1.1
Authorization: Basic username:password
User-Agent: curl/7.19.5

Host: twitter.com

Accept :*/*

Content-Length: 140

Content-Type: application/x-www-form-urlencoded
status=

18 /27



Anil Kurmus' plaintext injection attack on HTTPS

Twitter status updates using its APl by posting the new status to
http://twitter.com /statuses/update.xml, as well as the user name
and password

Attacker:

POST /statuses/update.xml HTTP/1.1
Authorization: Basic username:password
User-Agent: curl/7.19.5

Host: twitter.com

Accept :*/*

Content-Length: 140

Content-Type: application/x-www-form-urlencoded
status=

Victim:
POST /statuses/update.xml HTTP/1.1
Authorization: Basic username:password...

18 /27



Anil Kurmus' plaintext injection attack on HTTPS

Twitter status updates using its APl by posting the new status to
http://twitter.com /statuses/update.xml, as well as the user name
and password

Attacker:

POST /statuses/update.xml HTTP/1.1
Authorization: Basic username:password
User-Agent: curl/7.19.5

Host: twitter.com

Accept :*/*

Content-Length: 140

Content-Type: application/x-www-form-urlencoded
status=

Victim:
POST /statuses/update.xml HTTP/1.1
Authorization: Basic username:password...

= the attacker gets the user name and password of the victim!

18 /27



The SAML Signle Sign On (SSO) protocol
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SAML SSO protocol

! Chrome File Edit View History Bookmarks Window Help

© 00 msc- Homepage x

B O 3 = ¢4) 5= 100%GE Thu 13 Feb 00:50

€« C' [ www.bbc.co.uk

|B|B[C . E

THURSDAY
13 FEBRUARY

Storm updates: Get the
latest for where you are

BBC ONE | COMEDY
Outnumbered
Episode 3

BBC now

Triple killer's accomplices

= UK parties Will block money union’
= Comedian Sid Caesar dies at 91

= Camey adjusts interest rates policy
= Ketamine to become Class B drug

= Man pleads guilty to Rigby videos
= Ex-Guildhall teacher on rape charges
= Murdered boy's parents collect MBE

David Attenborough and th...

- Search Q

Fulham 2-3 Liverpool

BBC SPORT
= Decisive day for Team GB in Sochi

= Collingwood handed England role
= Arsenal 0-0 Manchester United
= Everton fan's 30-year wait goes on

FOOTBALL

= Weather hits Premier League
program.

= Newcastle United 04 Tottenham
Hots..

= Hodgson rules out Terry retum

Knowledge Sport

https://ss1.bbe.co.uk/id/signin
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SAML SSO protocol

@& Chrome File Edit View History Bookmarks Window Help B O

- 3 2 4) 5= 1006GE Thul3Feb 0050 Q i
T roymerm— i -
& - C @ hitps://ssl.bbe.co.uk/id/signin

Qe

BEE | 0 sen g ey " p— ey

O SIGN IN sec iD

Dont have a BBC iD? Please register.

Other ways tosignin

Youl be signad in o the BEC for 30 days.
[Email or username

i 3 o |
Pt any e ey 16 e

Wo worit share orpost youractiiy o Facabook or
Password e postyouractiy

— - About BBC D
9ot your S
| Rememberme unick  youe using a shared camputr. Regeta qucky andaasy o cormmant, s
Cancel Safe

W store your information secural, and we
never share  without your permission.

Spam.

We't only send you emais # you ask for ther.

BECID help

How did Pack Up Your Gareth Malone
Troubles become the ey
viral hit of WW1? s

Nows Sport Weather iPlayer ™

Radio

Uhttps://ssl.bbe.co.uk/id/statecookie/google.com pebios Comedy Food History Loarning
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SAML SSO protocol

B O % T 4 s 006G Thul3dFeb 00:50 Q =

809 ign in - Google Accounts % || -
€ - C £ https://accounts.google.com/ServiceLogil ice=I 120960 inue=https://accounts.google. h2, Dhttps:/ /www is.com... 7| =

Google

Sign in with your Google Account

Password

Need help?

Create an account

One Google Account for everything Google

BEM&eOD 2> E

Google Privacy & Terms  Help




SAML SSO protocol (OASIS 2005)

S1.|C,SP, URI
A1l. C,I1dP, AuthReq(ID, SP), URI
SAML Authentication Protocol
REDIRECT

A2. C,1dP, AuthReq(ID, SP), URI

A3. Response(ID, SP, 1dP, {4}, . ), URI

\
\

\ IdP builds an authentication assertion
I AA = AuthAssert(ID, C, IdP, SP)

/

PDST A4. Response(ID,

SP,1dP, {44}y ), URI

S2

Resource

23 /27



Google's implementation of SSO

Google's SAML-based Single Sign-On for Google Applications
deviates from the above protocol for a few, seemingly minor
simplifications in the messages exchanged:

G1. ID and SP are not included in the authentication assertion,
i.e. AA = AuthAssert(C; IdP) instead of
AuthAssert(ID; C; IdP; SP);

G2. ID, SP and IdP are not included in the response, i.e.
Resp = Response({AA}K/;;) instead of
Response(/D; SP; IdP; {AA}K’;;).

24 /27



Attack Google's SSO implementation

[A. Armando, R. Carbone, L. Compagna, J. Cullar, L. Tobarra, "Formal
analysis of SAML 2.0 web browser single sign-on: breaking the SAML-based
single sign-on for google apps”, (FMSE’08)]

Intruder
RS
S1. bob, i,uri S1. bob, google, calendar
(Bob23) i2google) >@
Al. idp, authReq(id;} i), uri Al. idp, authReq(idgoogie, google), calendat
(iZ5ob) Te2i)
C A2. idp, authReq(id;,i),uri
I : ot :
A3. 1, response({AA} _1),uri | | idp builds an authentication assertion
1ap ,/ AA = authAssert(bob, idp)
1ap2bo) <
Ad4. i,response({AA}|_;),uri Ad. google, response({AA}k,1 ), calendar
1ap idp
EsbzD) {2go0g1e) >0

S2. resource

Legend: .
A B: A sends M on ch confidential to B

M
A B: A sends M on ch authentic for A

M
A B: M is sent on ch authentic for A and confidential to B
25/27



S

AML SSO protocol (OASIS 2012)

.

S1. GET URI

\1. HTTP302 IdP?SAMLRequest=AuthReq(ID, SP)&RelayState=UR

SAML Authentication Protocol
A2. GET IdP?SAMLRequest=AuthReq(ID, SP)&RelayState=URI

EEEEEEEEEEE \‘, IdP builds an authentication assertion
A3. HTTP200 Form(...) , AA = AuthAssert(ID, C,IdP,SP)

A4 T

’0ST SP7?SAMLResponse=Response(ID, SP, IdP, {AA}KI_dlP )&RelaySt

ate=URI

S2. HTTP200 Resource(URI)
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Attack SAML SSO protocol (OASIS 2012)

[A. Armando, R. Carbone, L. Compagna, J. Cullar, G. Pellegrino, A. Sorniotti,
"From Multiple Credentials to Browser-Based Single Sign-On: Are We More

Secure?”, Chapter in Future Challenges in Security and Privacy for Academia
and Industry]

S1. GET uri; S1. GET uri
Al. HTTP302 idp? Al. HTTP302 idp? _
SAMLRequest=AuthReq(id, sp) SAMLRequest=AuthReq(id, sp)
&RelayState=url &RelayState=uri

A2. GET idp?SAMLRequest=AuthReq(id, sp)&RelayState=uri

‘ EEEEEEEEEEEE > \\ idp builds an authentication assertion
A3. HTTP200 Form(...) | ; AA = AuthAssert(id,c,idp,sp)

A4. POST sp?SAMLResponse=Response(id, sp,idp, {AA}K': )&RelayState=uri
idp

S2| HTTP200 Resoujce(uri)

= XSS attack on SAML-base SSO for Google Apps
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