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Introduction

So far: how two users can protect data using a shared secret key

» One shared secret key per pair of users that want to
communicate

Our goal now: how to establish a shared secret key to begin with?
» Trusted Third Party (TTP)
» Diffie-Hellman (DH) protocol
» RSA
» ElGamal (EG)
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Online Trusted Third Party (TTP)

» Users U1, U2, U3, Cey Un,

» Each user U; has a shared secret key K; with the TTP

» U; and U; can establish a key K;; with the help of the TTP
ex: using Paulson’s variant of the Yahalom protocol
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Online Trusted Third Party (TTP)

» Users U1, U2, U3, cey Un,
» Each user U; has a shared secret key K; with the TTP

» U; and U; can establish a key K;; with the help of the TTP
ex: using Paulson’s variant of the Yahalom protocol

5o

Kas kas Kas, Kas
new N AN
[ P A >
new Ng

B, Ng.{A, Na} kes

>

new k
NB!{B! kABr NA} Kas, {ArBy kAB! NB} Kes A8

{A.B, kag, Ng} ks, {NB} ko
>

Question: can we establish a shared secret key without a TTP?

Answer: Yes!
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Public-key encryption in pictures

‘
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From Alice: | want to send you a secret
[
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Public-key encryption

> key generation algorithm: G : — K x K
encryption algorithm E: K x M —C
decryption algorithm D : K xC — M
st. V(sk, pk) € G, and Ym € M, D(sk, E(pk7 m)) =m

Alice
pkBob SKBob

» the decryption key skgop is secret (only known to Bob). The
encryption key pkpop is known to everyone. And

skgob 7 PkBob
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We need a bit of number theory now
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Primes

Definition J

p € N is a prime if its only divisors are 1 and p

Ex: 2, 3,5,7, 11, 13, 17, 19, 23, 29

Theorem

Every n € N has a unique factorization as a product of prime
numbers (which are called its factors)

Ex: 23244 =2 x 2 x 3 x 13 x 149
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Relative primes

Definition J

a and b in Z are relative primes if they have no common factors

Definition
The Euler function ¢(n) is the number of elements that are relative
primes with n:

é(n) =|{m |0 < m < nand gcd(m, n) = 1}|
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Relative primes

Definition
a and b in Z are relative primes if they have no common factors

Definition
The Euler function ¢(n) is the number of elements that are relative
primes with n:

é(n) =|{m |0 < m < nand gcd(m, n) = 1}|

» For p prime: ¢(p) = p-1
» For p and g primes: ¢(p- q) = (p-1)(g-1)
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L

» Let n € N. We define Z, = {0,...n-1}

Va€Z, Vb€ Zy, a=b(modn) & JkeN. a=b+k-n
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» Let n € N. We define Z, = {0,...n-1}

Va€Z, Vb€ Zy, a=b(modn) & JkeN. a=b+k-n

» Modular inversion: the inverse of x € Z, is y € Zp s.t.
x-y =1 (mod n). We denote x! the inverse of x mod n
Ex: 71in Zio: 7

4_1 in Zis:

18 /36



L

» Let n € N. We define Z, = {0,...n-1}

Va€Z, Vb€ Zy, a=b(modn) & JkeN. a=b+k-n

» Modular inversion: the inverse of x € Z, is y € Zp s.t.
x-y =1 (mod n). We denote x! the inverse of x mod n
Ex: 71in Zio: 7

41 in Zio: 4 has no inverse in Z1»
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L

» Let n € N. We define Z, = {0,...n-1}

Va€Z, Vb€ Zy, a=b(modn) & JkeN. a=b+k-n

» Modular inversion: the inverse of x € Z, is y € Zp s.t.
x-y =1 (mod n). We denote x! the inverse of x mod n
Ex: 71in Zio: 7

41 in Zio: 4 has no inverse in Z1»

Theorem
Let n € N. Let x € Zy. x has a inverse in Z, iff gcd(x,n) =1 J
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(Zn)*

> Let n € N. We define (Z,)* = {x € Z, | gcd(x,n) =1}
Ex: le - {1,5,7, 11}
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(Zn)*

> Let n € N. We define (Z,)* = {x € Z, | gcd(x,n) =1}
Ex: Z12 - {1,5,7, 11}

» Note that |(Z,)*| = ¢(n)
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(Zn)

» Let n € N. We define (Z,)* = {x € Z, | gcd(x, n) = 1}
Ex: Z12 = {1,5,7,11}

> Note that |(Zn)*| = ¢(n)

Vn e N, Vx € (Z,)*, x*(" =1 (mod n) |

DA
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(Zn)*

> Let n € N. We define (Z,)* = {x € Z, | gcd(x,n) =1}

EX. Z12 - {135777 11}
» Note that |(Z,)*| = ¢(n)

Theorem (Euler)
Vn €N, Vx € (Z,)*, x*(") =1 (mod n)

Theorem (Euler)
Vp prime, (Zp)* is a cyclic group, i.e.

Jg € (Zy)", {g.8%.8°....8

p—2}

= (ZP)*
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Intractable problems
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Intractable problems

» FACTORING:
input: n€ N
output: p1,...,pm primes st. n=py----- Pm
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Intractable problems

» FACTORING:
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output: p1,...,pm primes st. n=py----- Pm
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input: nst. n=p-q with 2 < p, g primes
e st. gcd(e, p(n)) =1
m€ mod n

output: m
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Intractable problems

» FACTORING:

input: n€ N
output: p1,...,pm primes st. n=py----- Pm
» RSAP

input: nst. n=p-q with 2 < p, g primes
e st. gcd(e, p(n)) =1
m€ mod n

output: m

» DiscreTE Loc:
input: prime p, generator g of (Zp)*, g~
output: x

» DHP:
input: prime p, generator g of (Z,)*, g2 (mod p), g® (mod p)
output: g (mod p)

20 /36



We can now go back and see how to establish a
key without a TTP
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The Diffie-Hellman (DH) protocol

» Assumption: the DHP is hard in (Z,)*
» Fix a very large prime p, and g € {1,...,p-1}
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The Diffie-Hellman (DH) protocol

» Assumption: the DHP is hard in (Z,)*
» Fix a very large prime p, and g € {1,...,p-1}

r
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The Diffie-Hellman (DH) protocol

» Assumption: the DHP is hard in (Z,)*
» Fix a very large prime p, and g € {1,...,p-1}

r

a «<—{1,...,p-1} b <-{1,...,p-1}
Bob, g (mod p)

Alice, g2 (mod p)

D

Kag = (g°)? [mod p] Kag = (9%)° [mod p]
= g2 (mod p) = g (mod p)
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Man in the middle attack on DH

BOb

a <{1,...,p1} a <{1,..,p1} b <{1,...,p-1}
b <~ {1,...,p-1}
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BOb
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Man in the middle attack on DH

BOb

a <{1,...,p1} a <{1,..,p1} b <{1,...,p-1}
b <<{1,..,p-1}
Bob, g (mod p) Bob, gb (mod p)
<
Alice, g@ (mod p) Alice, g% (mod p)
4
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Man in the middle attack on DH

BOb

a <{,..,p1} a <{1,..,p1} b <<{1,..,p1}
b <~ {1,..,p-1}
Bob, g® (mod p) Bob, gP (mod p)
<
Alice, g2 (mod p) Alice, g&' (mod p)
‘ 4
Kng = 9°° (mod p) kg = ()7 = g Kys = G°° (Mod p)

ka=(97)°=g?°
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RSA trapdoor permutation

> Ggrsa() = (pk, sk) where pk = (N, e) and sk = (N, d)
and N = p- g with p, g random primes
and e,d € Zst. e-d =1 (mod ¢(N))
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RSA trapdoor permutation

> Ggrsa() = (pk, sk) where pk = (N, e) and sk = (N, d)
and N = p- g with p, g random primes
and e,d € Zst. e-d =1 (mod ¢(N))

>» M=C=127Zn

» RSA(pk,x) = x¢ (mod N) where pk = (N, e)
» RSA(sk,x) = x? (mod N) where sk = (N, d)
» Consistency: V(pk, sk) = Ggsa(), Vx,

RSA(sk, RSA(pk,x)) = x

Proof: Let pk = (N, e), sk = (N, d). and x € Zy. Easy
case where x and N are relatively prime

RSA(sk, RSA(pk,x)) = (x¢)9 (mod N)
= x%9 (mod N)

x1Hko(N) (mod N)
x - xk¢(N) (mod N)
= x-(x*M)k (mod N)
Fuler x (mod N)
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How NOT to use RSA

(Grsa, RSA, RSA™1) is called raw RSA. Do not use raw
RSAdirectly as an asymmetric cipher!
RSA is deterministic = not secure against chosen plaintext attacks

(Details on the board)
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ISO standard

Goal: build a CPA secure asymmetric cipher using (Grsa, RSA, RSA™)

Let (Es, Ds) be a symmetric encryption scheme over (M, C, K)
Let H: (Zn)* — K

Build (GRSA7 ER5A7 DRSA) as follows
» Grsa() as described above

> Egsa(pk, m):
» pick random x € (Zy)
> y < RSA(pk, x)(= x°)
» k+ H(x)
> Ersa(pk, m) = y||Es(k, m)

> Drsa(pk, yllc) = Ds(H(RSA™(sk,y)), c)

*
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PKCS1 v2.0: RSA-OAEP

\

Goal: build a CPA secure asymmetric cipher using (Ggrsa, RSA, RSA™)

R

Plaintext to encrypt

€ {0,131

al
] E

DA
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ElGamal (EG)

» Fix prime p, and generator g € (Zp)*
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» Fix prime p, and generator g € (Zp)
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and d & {1,...,p-2}
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v

Dec(sk,x) = e - ¢ (mod p) where x = (e, ¢)

v
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Proof: Let pk = g9 (mod p) and sk = d

Dec(sk, Eec(pk,x)) = (g")?-m-(g?)" (mod p)
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» Fix prime p, and generator g € (Zp)
» M={0,...,p1} andC =M x M

» Geg() = (pk, sk) where pk = g9 (mod p) and sk = d
and d & {1,...,p-2}

> Eec(pk,x) = (g" (mod p), m-(g9)" (mod p))
where pk = g9 (mod p)
and r & 7
» Deg(sk,x) =e9-c (mod p) where x = (e, ¢)
» Consistency: Y(pk, sk) = Geg(), Vx, Dec(sk, Eec(pk, x)) = x

Proof: Let pk = g9 (mod p) and sk = d

Dec(sk, Ecc(pk,x)) = (&) -m-(g?)" (mod p)
= m (mod p)
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