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First, the news …
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Today
• Basics of authentication

• Something you know – passwords 

• Something you have

• Something you are
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Most 
recommended 
security 
behaviors
 2/5 non-experts 

advice involves 
authentication 

 4/5 expert advice 
involves 
authentication
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https://googleonlinesecurity.blogspot.com.au/2015/07/new-
research-comparing-how-security.html



Authentication
• Verifying a fact about an entity before allowing it to perform an 

action
◦ Entity could be a person or a computer or even an animal (think dog 

doors)
◦ Action can include viewing, reading, writing, or interacting in any way

• Authentication should happen every time an action is taken and 
there is no way to be certain that the authenticated entity has not 
changed.

◦ When logging into a website it looks like you only authenticate once, 
but your computer is actually authenticating for you every time it 
talks to the server to prevent session hijacking
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Think about what you are authenticating
• Actual identity of the person

• That they are the same entity who setup the account

• They have a specific property

◦ Above the legal drinking age

◦ Student of the university

◦ Facebook user

• That another authenticator thinks they are the same entity
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Authentication Factors
• Something you know

◦ Password, mother’s maiden name, your address

• Something you have

◦ Student ID card, credit card chip, RSA key

• Something you are

◦ Finger prints, voice tones, iris, typing patterns
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Also jokingly known as: 
• Something you can forget

◦ Password, mother’s maiden name, your address

• Something you can loose

◦ Student ID card, credit card chip, RSA key

• Something you can’t change

◦ Finger prints, voice tones, iris, typing patterns
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Multi factor authentication
• Authentication that requires two or more of the factors.
• Two-factor

◦ Chip and pin in a credit card. Something you have (chip) something 
you know (pin). 

◦ Chip and signature credit card. Something you have (chip) something 
you are (signature pattern).

• Three-factor
◦ Security guard that check’s your ID against what you look like and 

then requires a code.
◦ Secure finger print reading fob that gives you a code after it reads 

your fingerprint, then you use the code and a password to log in. 
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Invisible continuing authentication
1. You log into a website using a password (something you 

know).

2. Website sets a cookie with a secret and a timestamp.

3. Every time you visit a new page your computer sends the 
cookie (something you have) and the server verifies it.

4. When you log out the cookie is destroyed. 
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How banks do (mostly) invisible 2-factor 
authentication

1. You log into a website using a password (something you 
know).

2. The website is also sent the cookie from the last time you 
logged in (something you have). 

3. If the password and the cookie both match you get to log in.

4. If the cookie is missing, or wrong, the bank will ask you to 
prove that you have something else by calling you (phone) or 
emailing you a code (email).
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Passwords
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Passwords
• Most popular method of authentication 

◦ A character string (password) is agreed 
upon between the user and the system

◦ User proves their identity by providing 
the password

• Convenient system design
◦ Easy to store encrypted

◦ Easy to enter on many systems

◦ No special equipment needed

◦ Scales well

• Problem: people choose easy to guess 
passwords
◦ Low entropy, so easy to guess

◦ Hard to remember
0 50000 100000 150000 200000 250000 300000 350000

qwerty

ashley

michael

654321

jessica

lovely

monkey

babygirl

daniel

nicole

abc123

12345678

rockyou

1234567

princess

iloveyou

password

123456789

12345

123456

Most common passwords in RockYou data
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Rockyou

Count Password

290729 123456

79076 12345

76789 123456789

59462 password

49952 iloveyou

33291 princess

21725 1234567

20901 rockyou

20553 12345678

16648 abc123

16227 nicole

15308 daniel

Phpbb

Count Password

2650 123456

1244 password

708 phpbb

562 qwerty

418 12345

371 12345678

343 letmein

313 111111

273 1234

253 123456789

224 abc123

223 test

Myspace

Count Password

75 password1

56 abc123

34 fuckyou

29 monkey1

28 iloveyou1

24 myspace1

24 fuckyou1

18 number1

18 football1

17 nicole1

17 123456

16 iloveyou2



Standard password guidance
What does a good password look like?

◦ At least 8 characters, longer better

◦ No words (any language, especially 
English)

◦ Avoid common patterns
◦ Upper case letter as first letter

◦ Putting the number at the end

◦ Putting the special character at the end

◦ High entropy 
◦ Lowercase letters

◦ Upper case letters

◦ Numbers

◦ Special characters 

What does a bad password look like?
◦ Short

◦ Easy to guess (significant other attack)

◦ Uses common patterns

◦ Low entropy
◦ Word (in any language)

◦ Same combination other people use



Password 
entropy
 A good password 

should be drawn 
randomly from a 
large set of 
possible passwords

 A bad password is 
drawn from either 
a small set or not 
randomly

https://xkcd.com/936/



UK guidance on simplifying passwords
1. Change all default passwords

2. Help users cope with password overload

3. Understand the limitations of user-generated passwords

4. Understand the limitations of machine generated passwords

5. Prioritize administrator and remote user accounts

6. Use account lockout and protective monitoring

7. Don’t store passwords as plain text

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/458857/Password_guidance_-_simplifying_your_approach.pdf
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User generated passwords
• People are somewhat ok at generating passwords they can 

remember

• People are bad at generating passwords that are hard to guess

• User-generated passwords:

◦ Low entropy

◦ Tend to have facts about themselves such as their pet’s name

◦ Guessable by someone who knows them

◦ Easy to lookup in a password dictionary
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PassFaces
• Humans are better at recognizing things than 

they are at recalling information.

• High feature information, like faces, are easier to 
recognize

• Idea: Use high feature information as the pin, so 
humans can recognize their password

• Problem: People select faces that mean 
something to them. If you know basic 
characteristics about someone you can easily 
guess their PassFace.
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PassFaces
• Password length = 4

• Each password selected from a set 
of 9 faces like what is shown on the 
right 

• Theoretical password space = 6561

• What is the best way to break 
someone’s password?

◦ If the person is a white male, you 
can guess the correct password in 
about two guesses by selecting all 
the pretty white females. 



Machine generated passwords
• Computers are better at selecting passwords that are 

challenging for other computers to guess

• Computers are less good at selecting passwords that are easy 
to remember

• Tactics: 

◦ Some algorithms produce passwords which are pronounceable, 
or are made up of words (correct battery horse staple) 

◦ Let users choose from a small number of passwords
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Demo of John the Ripper on the Mallet 
VM that is part of your exercise
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Password protections 
• Hashing 

• Lockout

• Reset on 
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Hashing

• There are two ways to protect a password on a server:

◦ You can encrypt the password and keep the key in a really safe 
place

◦ You can hash the password. Hashing does not require a secret 
key so there is no secret key to lose

A row from /etc/shadow

aychedee:$6$vb1tLY1qiY$M.1ZCqKtJBxBtZm1gRi8Bbkn39KU0YJW1cuMFzTRANcNKFKR4RmAQVk4rqQQCkaJT6wXqjUkFcA/qNxLyqW.U/:15405:0:99999:7:::



Hashing

• What type of hash function was used
◦ 6

• Salt
◦ vb1tLY1qiY

• Encrypted password

◦ M.1ZCqKtJBxBtZm1gRi8Bbkn39KU0YJW1cuMFzTRANcN
KFKR4RmAQVk4rqQQCkaJT6wXqjUkFcA/qNxLyqW.U/

A row from /etc/shadow

aychedee:$6$vb1tLY1qiY$M.1ZCqKtJBxBtZm1gRi8Bbkn39KU0YJW1cuMFzTRANcNKFKR4RmAQVk4rqQQCkaJT6wXqjUkFcA/qNxLyqW.U/:15405:0:99999:7:::



Lockout
• Password guessing attacks work because a computer can guess 

many times a second

• Humans don’t guess many times a second

• Idea: if a user can’t guess a password in 10 tries or less lock 
them out for a time period or require another factor
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Something you have
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Physical keys
• Simplest and one of the most common 

examples of something you have

• Each key contains a “code” in the form of 
notches on the key

• Having one allows you to open physical 
locks

• Single factor authentication
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RSA key fob
• When a button is pushed the fob 

prints out a number

• The number is generated securely 
using methods we will talk about 
later

• The number must be typed in 
along with a password

• Two factor authentication 
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Chip in a credit card

KAMI VANIEA 30

• Similar to RSA fob, the chip 
generates a unique code

• The user 



A public/private digital key
• We will discuss these in more detail 

later in the course

• Simply: A public key can unlock what a 
private key locks, and vice versa

• A PGP key is something you have which 
authenticates you

• For example, if a file is encrypted using 
the key on the right only I can decrypt it 
using my matching private key which 
only I possess

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----
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DKIM
 People are not the 

only ones who 
authenticate

 Servers also need 
to authenticate to 
each other

 One of the most 
visible is DKIM 
signatures in email
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DKIM
 Problem: Spam 

 Solution: 

1. Sending email 
server signs the 
email using a 
private key

2. Receiving email 
server checks 
the key to 
authenticate the 
sending server



Something you are
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Finger print readers
• Fingerprints are nearly unique so they 

seem like a good authenticator 

• Not all people have fingerprints 

◦ Some professions destroy fingerprints

◦ Some fingerprints are too faint to read

• Fingerprints can never be changed

• You leave fingerprints everywhere

KAMI VANIEA 35



Most biometric readers have similar 
problems 
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Continuous authentication
• Your interaction with a computer is unique and we can 

measure it
◦ Mouse movements

◦ Keyboard typing patterns

• Nearly impossible to duplicate a real user’s typing patterns

• Easy to loose access if the user hurts their hand, or is doing 
something non-standard

• Repetitive Stress Injury (RSI) patients trigger continuous 
authentication warnings regularly while healing

KAMI VANIEA 37



Privacy
• Users have a right to privacy, that is, a right to keep aspects of 

themselves hidden that are not necessary to expose

• Authentication mechanisms need to take privacy into account 
and not ask for more than they need

• Identifying a user using a Facebook, Google, or Apple account 
may be easy, but it gives away large amounts of data

• Similarly, requiring a validated ID such as drivers or passport 
information also exposes quite a bit of information
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Questions
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