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First, the news…
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Tutorial this week: 
Elevation of Privilege card game
• In tutorial this week we will be playing a game invented at 

Microsoft Research that helps teams of software engineers and 
system administrators threat model their systems

• This game requires most of the topics we have covered thus far
◦ Definition of security

◦ Networking

◦ Usable security – helping developers (users) do security

• Tutorial is up, but I do not expect you to have read it in 
advance of the tutorial
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Users are not the enemy 
• Malicious actors are the enemy

• Users are a partner in keeping the system secure 

• Like any partner:

◦ They have skills you don’t have

◦ They are missing skills you do have 

• Think about what skills they have that you need

• Use the skills you have to make good decisions on users’ behalf
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Phishing attacks and 
training 
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Phishing
• Phishing – Attempting to trick someone into taking the “bait” and 

interacting in a why they should not. 
◦ Typically involves the impersonator pretending to be someone else 

that the person trusts

◦ Interactions: Clicking a link, opening a file, replying with information, 
transferring money, ect. 

• Spear phishing – Phishing, but with a small number of targets and 
each email is crafted for that individual 

• Whaling – Phishing for people with a lot of money, i.e. CEO

• QRishing – Phishing attacks through QR codes
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What on this email can be trusted? 



(Wrong) Trust indicators 

Authority figure that 
often sends emails 

to do things

Clear threat to 
recipient’s 

ability to log in

(False) statement 
saying the email 

has been scanned 
and is safe



Sneaky email 
to get the 
recipient to 
open the 
attachment, 
which is an 
html document
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Problem: Users click on links and 
attachments 
• Scan all incoming attachments and links for blacklisted content

• Teach users 

◦ Only click if you are expecting the email

◦ Do not open attachments unless you are expecting them

◦ If you are not sure, contact the person or company separately 
and ask if they sent the email

◦ If you are not sure, contact the IT department

◦ Banks and credit card companies will never contact you this way
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Anti-Phishing 
Phill
 Serious game to 

help people learn 
to spot dangerous 
URLs

 Training 
sometimes works

 But it takes time

 And people forget
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PhishGuru
 Comic to train 

people to spot 
phishing attacks

 Best time to train 
is after a users 
has already fallen 
for an attack

 Send out fake 
attacks and train 
those who click 
on them
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Give users options that make sense and 
work for them
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PhishGuru
 Users know what 

they are expecting

 Users know who 
the email looks like 
it is from

 Users can do an 
out-of-band 
contact (phone 
call)

 Users do not want 
to ignore a serious 
issue
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In Summary…
• Academics say in-the-moment training works 

• Chief Security Officers (CSOs) have mixed opinions

• Everybody thinks that users clicking on links and 
attachments is a big problem
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SSL and Malware 
Warnings
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Quick explaination of SSL 
We will cover this in more detail later
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What is the difference? 



https://ally.com

http://ally.com

versus 



Correctly validated SSL means:
1. The communication between you and this website has 

been encrypted
◦ No one can read what you sent
◦ No one can change what you sent
◦ Even the NSA has lots of trouble reading https

2. The communication is really from the website and not 
anyone else
◦ If the url says “pnc.com” than it really is from PNC
◦ If the url says “pmc.com” then it really is from PMC, which is not a 

real bank



The computer cannot verify that:
• You intended to go to this site

• The site is safe to visit

• The site has not been hacked

• If you went to pnnc.com the computer will tell you that the 
connection is safe when likely you shouldn’t visit this page



Why would anyone want to 
see or change my web traffic?



Why would 
anyone want to 
see or change 
my web traffic?

 Marketing reasons 

 Replace ads

 Collect information 
about you

 Impersonate you 



Back to discussing warnings
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Firefox SSL 
warning
 This site is using 

the wrong SSL 
certificate. I went 
to itsatrap.com but 
the certificate is 
for 
accountsservergro
up.com

 This could be 
malicious
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Firefox malware 
warning
 This page was 

reported as an 
attack page

 http://itsatrap.org
is Firefox’s test 
page for warnings
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http://itsatrap.org/


Firefox 
phishing 
warning
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Why show warnings at all?
• Determined users might disable Safe Browsing. Which would 

prevent future warnings. 

• User could also open the website in another browser that is 
less safe and does not block the website. 

◦ America Online users used to go to a friend’s house to open 
malicious sites because the ISP blocked malicious sites.

◦ Different browsers block different sets of sites, we don’t want to 
teach users to use less safe browsers.
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Real world analysis
• Studied the click-through rate for malware and HTTPS warnings
• Malware

◦ Firefox 7.2%
◦ Chrome 23.2%

• Phishing
◦ Firefox 9.1%
◦ Chrome 18.0%

• HTTPS
◦ Firefox 33.0%
◦ Chrome 70.2%
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Click through rates based on if the user had 
visited the site in the past
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Users are ignoring warnings for sites they 
have visited in the past

Almuhimedi, Hazim, et al. 
"Your Reputation 
Precedes You: History, 
Reputation, and the 
Chrome Malware 
Warning." Symposium on 
Usable Privacy and 
Security (SOUPS). 2014.



Chrome 
malware 
warning
 Huffington post 

was blocked 
because a content 
provider 
images.buddytv.co
m had malware
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Why do people click through the warnings?
• The site is used often and trusted

◦ “YouTube is a well known website. I’d assume that the malware block 
is in error.”

• The person who posted the link is trusted
◦ “I find it harder to believe [the warning] when my facebook friend 

just posted it and had no problems.”
• The site where the link is assumed to have good security

◦ “I presume that visiting youtube from a facebook link would be safe.”
• They think they are safe

◦ “I use Linux I’m not afraid of anything.”
◦ “I have an anti virus”
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Improved 
warning
 Added “for now”

 Added “even if … 
visited safely in the 
past”

 Consider special 
warning for 
common websites
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Are users correct to ignore the warnings?
• Studied TLS activity of more than 300,000 users

◦ Collected certificates passively at egress points of 10 network sites
◦ Over 9 month period
◦ Validated certificate chains using local browser logic
◦ 98.46% of the filtered connections validate correctly, implying a false 

warning rate of 1.54%
• In a scenario with a hypothetical Man-In-The-Middle chance of 1 in 

1,000,000
◦ 1,000,000 connections would produce 15.401 warnings
◦ Out of which 15.4 would be false warnings
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Devdatta Akhawe, Bernhard Amann, Matthias Vallentin, and Robin Sommer; Here’s My Cert, So Trust Me, Maybe? 
Understanding TLS Errors on the Web, 2013



Writing usable warnings
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NEAT and SPRUCE
• Developed at Microsoft Research

• Guidance on how to create effective security messaging for 
end users
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NEAT
Necessary – Can you change the architecture to eliminate or defer 

this user decision? 

Explained- Does your user experience present all the information the 
user needs to make this decision? (See SPRUCE)

Actionable – Have you determined a set of steps the user will 
realistically be able to take to make the decision correctly? 

Tested – Have you checked that your user experience is NEAT for all 
scenarios, both benign and malicious? Have you tested it on a 
human who is not a member of your team?
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SPRUCE
Source – State who or what is asking the user to make a decision 
Process – Give the user actionable steps to follow to make a good 

decision 
Risk – Explain what bad thing could happen if they user makes the 

wrong decision
Unique knowledge the user has – Tell the user what information they 

bring to the decision
Choices – List available options and clearly recommend one
Evidence – Highlight information the user should factor in or exclude 

in making a decision 
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Updating software
a.k.a.
Non-security things that confusingly 
impact security
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Most attacked software
(Microsoft Security Essentials)

1. HTML / Javascript

2. Java

3. Operating Systems

4. Documents (Adobe Reader, MS Word, etc.)

5. Adobe Flash
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Microsoft Security Intelligence Report, V13, 2013



Security only 
impacts security 
software…wrong!
 ALL software 

impacts security

 Challenging for  a 
user to understand 
how display-
oriented software 
impacts security

 Easy to understand 
how browsers and 
anit-virus impact 
security
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“I feel like if I’m really used to the software I’m 
using and I think it’s meeting my needs I won’t 
upgrade the software.”

“I just don’t see what an update to [AdobeReader] 
can do. I mean it’s PDF files. Its viewing them...”

Updating Adobe Reader



Windows 7 
Update flow
 Windows 7 had 

three update 
stages with an 
optional 
installation in the 
middle

 Silent security 
gives users less 
chance to learn 
about it making it 
harder to make 
good decisions 
about it
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Updates can contain viruses 

“I honestly could not tell if it was trustworthy. I did not know if I 
should accept or not. I chose not and it was a wise choice as a 
friend told me later it was a virus.”
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Users confuse 
unwanted 
software with 
viruses and 
learn that 
updates 
contain viruses
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Developers are also 
users
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Which line has the fatal flaw? 
(Trick question)

curl_setopt($curlHandle, CURLOPT_SSL_VERIFYPEER, true);

curl_setopt($curlHandle, CURLOPT_SSL_VERIFYHOST, true);

...

/ / Execute the request

$response = curl_exec($curlHandle);
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Martin Georgiev, Subodh Iyengar, Suman Jana, Rishit Anubhai, Dan Boneh, Vitaly Shmatikov; The most Dangerous Code in the World: Validating SSL Certificates in Non-Browser Software



Which line has the fatal flaw? 
(Trick question)

curl_setopt($curlHandle, CURLOPT_SSL_VERIFYPEER, true);

curl_setopt($curlHandle, CURLOPT_SSL_VERIFYHOST, true);

...

/ / Execute the r e q u e s t

$response = curl_exec($curlHandle);
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• CURLOPT_SSL_VERIFYHOST is an 
Enum (Integer) not a Boolean. 

• PHP is not strongly typed so it just 
casts the Boolean to a Integer.

• True => 1 => Off (1)
• Correct setting is On (2)



Novice developer: 

“This app was one of our first mobile apps and when we noticed 
that there were problems with the SSL certificate, we just 
implemented the first working solution we found on the 
internet.”
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Intermediate developer: 

“We used self-signed certificates for testing  purposes and the 
easiest way to make them working is to remove certificate 
validation. Somehow we must have forgotten to remove that 
code again when we released our app.”
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Expert developer (kind of): 
“[…] When I used Wireshark to 
look at the traffic, Wireshark 
said that this is a proper SSL 
protected data stream and I 
could not see any cleartext
information when I manually 
inspected the packets. So I really 
cannot see what the problem is 
here.”
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Neilson’s 10 usability 
heuristics 
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Neilson’s 10 usability heuristics
• Visibility of system status

• Match between system and 
the real world

• User control and freedom

• Consistency and standards 

• Error prevention

• Recognition rather than recall

• Flexibility and efficiency of 
use

• Aesthetic and minimalist 
design

• Help users recognize, 
diagnose, and recover from 
errors

• Help and documentation
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Questions
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