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First, the news...

» Office of Personnel Management

* http://www.usatoday.com/story/news/politics/2015/06/23/op
m-hack-senate-archuleta-hearing/29153773/




10 Steps To Cyber Security S P

Defining and communicating your Board's Information Risk Management Regime is User Education and Awareness
central to your organisation’s overall cyber security strategy. CESG recommend you iadkics ear Aty soliice cavad
review this regime - togetherwith the nine associated security areas described below - TOdRiCe USersectrly policids covring

. ; : e acceptable and secure use of the organisation’
in order to protect your business against the majority of cyber threats. .«.‘. stte?ns_ Establish austafftrainingopfognr:amu;ne.s
m Maintain user awareness of the cyber risks.

Home and Mobile Working

Network Security Develop a mobile working policy and

— = Protectlyournlft\hwaorks agg]inst exterr‘:al and Establish an effective gg}‘étgf;;gl?:eh%fﬁltg& ;ﬁ?gfleyvtiggs
internal attack. Manage the network perimeter. x
CGEENND Filter out unauthorised access and malicious SQUerarnce Structue .

_ Protect data both in transit and at rest.
content. Monitor and test security controls. *+., and determine your
risk appetite.
Secure Configuration
secure configuration of all ICT systems is

maintained. Create a system inventory and
define a baseline build for all ICT devices.

I nfo rm atl on . Apply security patches and ensure that the
Malware Protection ' I&

malware defences that are applicable and

relevant to all business areas. Scan for Re ime
malware across the organisation.

/‘.-)\ Produce relevant policy and establish anti-, , R | Sk M d n age m ent
D4

Maintain the Producgs.... Removable Media Controls

Board8engagement supportig ... m Produce  plc tocantolal e J
o0 UR - 2 : M removable media. Limit media types and use.
e With the Informagion risk (Gl Scan all media for malware before importing
Monitoring ~__..=** cyberisk. mapagement ol 0n to the comorate system.
Establish a monitoring strategy and produce policies. ..
supporting policies. Continuously monitor all
T™H| ICT systems and networks. Analyse logs for “*»., Managing User Privileges
. unusual activity that could indicate an attack. Establish account management processes and
. limit the number of privileged accounts. Limit
Incident Management user privileges and monitor user activity.
i Establish an incident response and disaster recover Control access to activity and audit logs.
B> capability. Produce and test incident management plans.
Do CcngNhlpr e 03 A Provide specialist trainingto the incident management
Innovation & Sklls | of Natont ireerecure | Cabinet Office team. Report criminal incidents to law enforcement.




10 large steps are too complex for small
companies....
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Cyber Security Essentials

It requires...
FIVE MANDATORY CONTROLS:

Secure Boundary Access control Patch Malware
configuration  firewalls and and management protection
internet administrative
gateways privilege
management
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Cyber Security Essentials

It is a...

» Clear statement of the basic controls that all
organisations should implement to mitigate the risk
from common internet-based threats.

R
: ;

4 Mechanism for organisations to demonstrate to
' 4 customers, investors, insurers and others that they
have taken essential precautions against cyber risks.

+ Requirement for suppliers bidding for certain UK
Government and large business contracts that handle

v personal information:

* Professional services (commercial, financial, legal, HR

and business services)
= ICT (IT managed or outsourced services and ICT

services).
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How it works...

sgsl’f Assessment

Cyber Essentials
Certification

scan¥*

ESSENTIALS

EXte FNa | v’ External full TCP port and top UDP service
h. scan for stated IP range
\VAU| | nera b| | |ty sScan v Vulnerability scan for stated IP range
v’ Basic web application scanning for common
vulnerabilities 7N
by an da p p rOVEd * According to CREST-accredited Certification Bodies. &/)

Internal
vulnerability scan
by an approved
tester

v Inbound email binaries and payloads

v Inbound emails containing URLs linking to
binaries and browser exploitation payloads

v Authenticated vulnerability and patch
verification scan
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Cyber Essentials provides a good
summary of what basic level protection
should be done.




Cyber Essentials
Controls




3 3 Sample
Network

© Readers
| PCs and
é @ i
.

laptops

()
User Mobile ‘
Devices — ereless_
Access Point
Email, web and
application servers Databases
Personal =

Devices

s

server
Router

' 31 part
Home PC Home\ E party



3 8 More

User User Secu re

c::" Desktop o Sa p I e
- Readers
= PCs and
@ L5210 v g Network
User Mobile ‘ I
Devices %_ Wireless - --
Access Point |

Ema!I, W_eb and Databases
application.servers

Personal
Devices

Boundary
Firewalls

\Router

' 3" party

E server



3 3 Sample
Network

© Readers
| PCs and
é @ i
.

laptops

()
User Mobile ‘
Devices — ereless_
Access Point
Email, web and
application servers Databases
Personal =

Devices

s

server
Router

' 31 part
Home PC Home\ E party



“A system which is unspecified can never
be wrong, it can only be surprising.”




Step 1: Decide what you are going to
protect and what is out of scope.
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Secure Configuration

Objectives: Computers and network devices should be
configured to reduce the level of inherent vulnerabilities and
provide only the services required to fulfil their role.

» Default settings are not necessarily secure.

* Predefined passwords can be widely known.




Secure Configuration

1.

Unnecessary user accounts should be removed or disabled.

2. Any default password for a user account should be changed
to an alternative, strong password.

Unnecessary software should be removed or disabled.
The auto-run feature should be disabled.

A personal firewall (or equivalent) should be enabled on
desktop PCs and laptops, and configured to disable (block)
unapproved connections by default.
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Configuration is a real problem

‘ e Erors

Crimeware

Insider Misue
Physical Theft/Loss
Web App Attacks
Denial of Service
Cyber-espionage

POS Intrusions

Payment Card Services

0.00% 5.00% 10.00% 15.00% 20.00% 25.00% 30.00% 35.00%

Verizon 2015 Data Breach Investigations Report KAMI VANIEA
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Boundary firewalls and internet gateways

Objectives: Information, applications and computers within the
organization's internal networks should be protected against
unauthorized access and disclosure from the internet, using
boundary firewalls, internet gateways or equivalent network
devices.

* Boundary devices are the first line of defense.

* Firewall rules can be used to stop basic attacks before they
even reach the internal network.
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Boundary firewalls and internet gateways

1. Change default administrator passwords for all network devices and
firewalls.

2. Each rule that allows network traffic to pass through the firewall
should be subject to approval by an authorized individual and
documented.

3. Unapproved services, or services that are typically vulnerable to attack,
should be disabled (blocked) by the boundary firewall by default.

4. Firewall rules that are no longer required should be removed or
disabled in a timely manner.

5. The administrative interface used to manage boundary firewall
configuration should not be accessible from the internet.
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P Windows Firewall with Advanced Security
File Action View Help
= 2T 2|
| @ Windows Firewall with Advancd BTl Actions
Inbound Rul -
i Ctiia Siee Name G. Profile  Enabled Action Overri || Inbound Rules -
Outbound Rules -
% Connection Security Rules 0 Bonjour Service Private  VYes Allow No &8 NewRule...
» B, Monitoring 0 Bonjour Service Private  VYes Allow No T Filter by Profile N
o Bonjour Service Private  Yes Allow No '
@ Bonjour Service Private  Yes Allow No Y Filter by State ’
@ Dropbox All Yes Allow No Y Filter by Group »
@ FiddlerProxy All Yes Allow  No Vi N
@ Firefox (C:\Program Files (x86)\Mozilla Fir... Private  Yes Allow No 8 Refresh
@ Firefox (C:\Program Files (86)\Mozilla Fir..  Private  Yes Allow  No Gy Reires
0 'Firefox' (C:\Program Files (x86)\Mozilla F... Private  Yes Allow No i3 Export List...
O'Firefox’ (C:\Program Files (x86)\Mozilla F... Private  Yes Allow No Help
@ HP Socket Service All Yes Allow  No
W : d 8 0 IntelUSBoverlP:1 All Yes Allow No ==
I n OWS @ iTunes Al Yes Allow No & Disable Rule
) 0 Microsoft Office Outlook Private  Yes Allow No g Cut
F I rewa | I r u | e S OMicrosoft SkyDrive All Yes Allow No
’ : 53 Copy
0 pluginhost.exe Private  VYes Allow No
@ pluginhost.exe Private  Yes Allow No XK Delete
@ skype Private  Yes Allow No -] Properties
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O Skype Public Yes Block No
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Access control and administrative
privilege management

Objectives: User accounts, particularly those with special access
privileges should be assigned only to authorized individuals,
managed effectively and provide the minimum level of access
to applications, computers and networks.

* Principle of least privilege — only give users access they need.

* Admin accounts have the most access, if one gets
compromised it can lead to large scale loss of information.




Access control and administrative
privilege management

1. All user account creation should be subject to a provisioning and approval process.

2. Special access privileges should be restricted to a limited number of authorized
individuals.

3. Details about special access privileges should be documented, kept in a secure location
and reviewed on a regular basis.

4. Admin accounts should only be used to perform legitimate admin activities, and should
not be granted access to email or the internet.

5.  Admin accounts should be configured to require a password change on a regular basis.

6. Each user should authenticate using a unique username and strong password before
being granted access to applications, computers and network devices.

7. User accounts and special access privileges should be removed or disabled when no
longer required or after a pre-defined period of inactivity.
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Malware protection

Objectives: Computers exposed to the internet should be
protected against malware infection through the use of
malware protection software.

* Todays Firewalls are very good, most malicious software must
be invited in by a user opening an email, browsing a
compromised website, or connecting compromised media.

* Protection software continuously monitors the computer for
known malicious programs.
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Malware protection

* |nstall anti-malware software on all computers that are
connected to or capable of connecting to the internet.

* Update anti-malware software on all computers.

* Configure anti-malware software to scan files automatically
upon access and scan web pages when being accessed.

* Regularly scan all files.

* Anti-malware software should prevent connections to
malicious websites on the internet.
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Cyber Security Essentials
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Patch management

Objectives: Software running on computers and network devices
should be kept up-to-date and have the latest security
patches installed.

* Vulnerabilities in software are patched through updates.
* If you don’t install the update, the vulnerability is not patched.

* However, patching can cause compatibility problems. So you
should always test the patches.




Patch management

1. Software running on computers and network devices on the
internet should be licensed and supported to ensure security
patches for known vulnerabilities are made available.

2. Updates to software running on computers and network
devices should be installed in a timely manner.

3. Out-of-date software should be removed.

4. All security patches for software should be installed in a
timely manner.
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Heartbleed

600,000 vulnerable serves initially

300,000 vulnerable one month later

300,000 vulnerable two months later

200,000 vulnerable one year later

Errata Security Blog http://blog.erratasec.com/2014/06/300k-vulnerable-to-heartbleed-two.html
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Questions




