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First, the news… 
• Office of Personnel Management

• http://www.usatoday.com/story/news/politics/2015/06/23/op
m-hack-senate-archuleta-hearing/29153773/
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10 large steps are too complex for small 
companies….
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Cyber Essentials 
Certification
 Self-assessment

 External 
vulnerability scan 
by an approved 
tester

 Internal 
vulnerability scan 
by an approved 
tester
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Cyber Essentials provides a good 
summary of what basic level protection 
should be done. 
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Cyber Essentials 
Controls
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“A system which is unspecified can never 
be wrong, it can only be surprising.”
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Step 1: Decide what you are going to 
protect and what is out of scope.
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Secure Configuration
Objectives: Computers and network devices should be 

configured to reduce the level of inherent vulnerabilities and 
provide only the services required to fulfil their role.

• Default settings are not necessarily secure. 

• Predefined passwords can be widely known. 
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Secure Configuration
1. Unnecessary user accounts should be removed or disabled.

2. Any default password for a user account should be changed 
to an alternative, strong password. 

3. Unnecessary software should be removed or disabled. 

4. The auto-run feature should be disabled. 

5. A personal firewall (or equivalent) should be enabled on 
desktop PCs and laptops, and configured to disable (block) 
unapproved connections by default. 
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Configuration is a real problem

0.00% 5.00% 10.00% 15.00% 20.00% 25.00% 30.00% 35.00%

Payment Card Services

POS Intrusions

Cyber-espionage

Denial of Service

Web App Attacks

Physical Theft/Loss

Insider Misue

Crimeware

Misc Errors
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Boundary firewalls and internet gateways
Objectives: Information, applications and computers within the 

organization's internal networks should be protected against 
unauthorized access and disclosure from the internet, using 
boundary firewalls, internet gateways or equivalent network 
devices.

• Boundary devices are the first line of defense.

• Firewall rules can be used to stop basic attacks before they 
even reach the internal network. 
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Boundary devices
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Boundary firewalls and internet gateways
1. Change default administrator passwords for all network devices and 

firewalls.

2. Each rule that allows network traffic to pass through the firewall 
should be subject to approval by an authorized individual and 
documented. 

3. Unapproved services, or services that are typically vulnerable to attack, 
should be disabled (blocked) by the boundary firewall by default. 

4. Firewall rules that are no longer required should be removed or 
disabled in a timely manner. 

5. The administrative interface used to manage boundary firewall 
configuration should not be accessible from the internet. 
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Access control and administrative 
privilege management

Objectives: User accounts, particularly those with special access 
privileges should be assigned only to authorized individuals, 
managed effectively and provide the minimum level of access 
to applications, computers and networks.

• Principle of least privilege – only give users access they need.

• Admin accounts have the most access, if one gets 
compromised it can lead to large scale loss of information. 
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Access control and administrative 
privilege management

1. All user account creation should be subject to a provisioning and approval process. 
2. Special access privileges should be restricted to a limited number of authorized 

individuals. 
3. Details about special access privileges should be documented, kept in a secure location 

and reviewed on a regular basis. 
4. Admin accounts should only be used to perform legitimate admin activities, and should 

not be granted access to email or the internet. 
5. Admin accounts should be configured to require a password change on a regular basis. 
6. Each user should authenticate using a unique username and strong password before 

being granted access to applications, computers and network devices. 
7. User accounts and special access privileges should be removed or disabled when no 

longer required or after a pre-defined period of inactivity. 
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Malware protection
Objectives: Computers exposed to the internet should be 

protected against malware infection through the use of 
malware protection software. 

• Todays Firewalls are very good, most malicious software must 
be invited in by a user opening an email, browsing a 
compromised website, or connecting compromised media.

• Protection software continuously monitors the computer for 
known malicious programs.
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Malware protection
• Install anti-malware software on all computers that are 

connected to or capable of connecting to the internet. 

• Update anti-malware software on all computers. 

• Configure anti-malware software to scan files automatically 
upon access and scan web pages when being accessed. 

• Regularly scan all files. 

• Anti-malware software should prevent connections to 
malicious websites on the internet. 
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Patch management
Objectives: Software running on computers and network devices 

should be kept up-to-date and have the latest security 
patches installed. 

• Vulnerabilities in software are patched through updates. 

• If you don’t install the update, the vulnerability is not patched. 

• However, patching can cause compatibility problems. So you 
should always test the patches.
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Patch management
1. Software running on computers and network devices on the 

internet should be licensed and supported to ensure security 
patches for known vulnerabilities are made available. 

2. Updates to software running on computers and network 
devices should be installed in a timely manner. 

3. Out-of-date software should be removed. 

4. All security patches for software should be installed in a 
timely manner. 
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Vulnerability survival

A. Nappa, R. Johnson, L. Bilge, J. Caballero, and T. Dumitraș, “The Attack of the Clones: A Study of the Impact of Shared Code on Vulnerability Patching,” in IEEE Symposium on Security and 
Privacy, San Jose, CA, 2015.

Vulnerability 
half life



Vulnerability 
survival
 The % of 

computers 
patched X days 
after disclosure. 

A. Nappa, R. Johnson, L. Bilge, J. Caballero, and T. 
Dumitraș, “The Attack of the Clones: A Study of the 
Impact of Shared Code on Vulnerability Patching,” in IEEE 
Symposium on Security and Privacy, San Jose, CA, 2015.



Heartbleed

• 600,000 vulnerable serves initially

• 300,000 vulnerable one month later

• 300,000 vulnerable two months later

• 200,000 vulnerable one year later

43

Errata Security Blog http://blog.erratasec.com/2014/06/300k-vulnerable-to-heartbleed-two.html
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Questions
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