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First, the news…First, the news…First, the news…First, the news…

• Advertising and malware

• http://www.engadget.com/2016/01/08/you-say-advertising-i-
say-block-that-malware/
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Kami VanieaKami VanieaKami VanieaKami Vaniea

Pronouncing my last name: 

English: Van-yay

French: Vanier

Yes – Americans cannot spell French names
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People account for 90% of all security People account for 90% of all security People account for 90% of all security People account for 90% of all security 
incidents incidents incidents incidents 
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Today…Today…Today…Today…

• Course introduction

• Common misconceptions 

• Basic concepts

• Security properties and their protection
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What is Computer What is Computer What is Computer What is Computer SSSSecurity?ecurity?ecurity?ecurity?
• Security is about protecting assets. 

• Computer Security concerns assets of computer systems: the 
information and services they provide.

• Just as real world physical security systems vary in their security 
provision (e.g., a building may be secure against certain kinds of 
attack, but not all), so computer security systems provide different 
kinds and amounts of security.

• Computer security is quite vast in scope, touching on many areas 
besides computer science. In this course we will study the 
fundamentals , some current internet technologies, and a little bit 
about engineering and management aspects.
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Lecture planLecture planLecture planLecture plan

• About 17 lectures covering core topics:

◦ Risks and threats, Crypto, Protocols, Models, Network, Software, 
Usability

• Many things not included (despite their relevance): 

◦ War stories, legalities, security APIs, economics, criminology, 
Firewall HOWTOs, and Personal advice

• Core lectures are in Weeks 1-5 and 7-9.

• Week 6.X is Innovative Learning Week.
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Tutorials and exercisesTutorials and exercisesTutorials and exercisesTutorials and exercises
• There will be 4 tutorials, in Weeks 3, 5, 8, and 9. 

• We will offer formative feedback on tutorials, based on submitted 
answers to the tutorial exercises.

• The exact schedule and tutorial groups are to be determined, they 
will be allocated by the ITO and advertised on the course web page.

• There are 2 exercises due on Feb 12th and March 18th

• These will be issued in good time, and discussed in tutorials after 
marking. 

• Assessment for the course is based 75% on the exam and 12.5% on 
each exercise.
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Textbook (not required)Textbook (not required)Textbook (not required)Textbook (not required)

• Recommended (not required) book: 
Security in Computing by Pfleeger, 
Pfleeger and Margulies

• Editions 5, 4, and 3 should be adequate.

• Recommended chapters will be posted.
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Standard security course advisoryStandard security course advisoryStandard security course advisoryStandard security course advisory

• Nothing here is intended as an incitement to crack!

• Breaking into systems to “demonstrate” security problems at 
best causes a headache to overworked sysadmins, and at worst 
compromises systems for many users and could lead to 
prosecution. 

• If you spot a security hole in a running system, don’t exploit it, 
instead consider contacting the relevant administrators 
confidentially. 
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Standard security course advisoryStandard security course advisoryStandard security course advisoryStandard security course advisory

• Security is VERY hard to do correctly all the time. 

• Keeping abreast with the latest security patches and methods 
is difficult; practical security is a matter of weighing up risks, so 
your advice may not be quickly acted on. 

• This is especially true in a relatively low security environment 
such as a university, where open access has traditionally been 
put above security, and resources for sysadmin are very tight.
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Responsible security experimentsResponsible security experimentsResponsible security experimentsResponsible security experiments
• If you want to experiment with security holes, play wth your own 

machine, or better, your own private network of machines. 

• One (mostly) harmless way: use virtualization: e.g., VMWare, 
VirtualBox, KVT/Xen/UML.

• If you discover a new security hole in a standard application or 
operating system routine that may be running at many sites, then 
consider contacting the vendor of the software (or vendor of the 
operating system which contains the software) in the first case. You 
might also raise the issue in a security forum for discussion, 
perhaps without providing complete details of the hole. 

• The software vendor or other security experts will be able to 
confirm or deny, and work can begin on fixing the problem. 
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Common 
misconceptions
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Where does this link go toWhere does this link go toWhere does this link go toWhere does this link go to????

http://facebook.mobile.com

A. Facebook’s main website

B. Facebook’s mobile website

C. AT&T’s website

D. Mobile’s website



Like postal addresses, Like postal addresses, Like postal addresses, Like postal addresses, 
links are read right to leftlinks are read right to leftlinks are read right to leftlinks are read right to left

http://facebook.mobile.com

Edinburgh, IN, USA Edinburgh, Scotland



Does Google know what you have typed Does Google know what you have typed Does Google know what you have typed Does Google know what you have typed 
beforebeforebeforebefore you click enter?you click enter?you click enter?you click enter?

A. Yes

B. No 

C. Maybe
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Does Google know what you have typed Does Google know what you have typed Does Google know what you have typed Does Google know what you have typed 
beforebeforebeforebefore you click enter?you click enter?you click enter?you click enter?

A. Yes

B. No 

C. Maybe
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Can Google tell what your desktop Can Google tell what your desktop Can Google tell what your desktop Can Google tell what your desktop 
background is?background is?background is?background is?

A. Yes

B. No 

C. Maybe
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Can Google tell what your desktop Can Google tell what your desktop Can Google tell what your desktop Can Google tell what your desktop 
background is?background is?background is?background is?

A. Yes

B. No 

C. Maybe
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Cookies can:Cookies can:Cookies can:Cookies can:

• Be used to track you across web pages. 
◦ Yes

• Give you malware or viruses. 
◦ No

• Fill up your computer’s hard drive. 
◦ No

• Contain your passwords in clear text. 
◦ Yes – but not common

• Be modified by the user. 
◦ Yes
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What on this email can be trusted? What on this email can be trusted? What on this email can be trusted? What on this email can be trusted? 



What on this email can be trusted? What on this email can be trusted? What on this email can be trusted? What on this email can be trusted? 

The actual 

URL is the 

only one of 

the three 

generated by 

the local 

computer 

and not the 

attacker.



Is it safe to click Is it safe to click Is it safe to click Is it safe to click 
on links in this on links in this on links in this on links in this 
email?email?email?email?

A. Yes
B. No
C. Maybe



Is it safe to click Is it safe to click Is it safe to click Is it safe to click 
on links in this on links in this on links in this on links in this 
email?email?email?email?

A. Yes
B. No
C. Maybe

This is actually legit email, but 
there is no way to tell that from 
just looking at it. The correct 
answer is that if the email is 
from Xbox you shouldn’t click 
on something that says 
“eprizemail”. 



Basic concepts 
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“A system which is unspecified can never “A system which is unspecified can never “A system which is unspecified can never “A system which is unspecified can never 
be wrong, it can only be surprising.”be wrong, it can only be surprising.”be wrong, it can only be surprising.”be wrong, it can only be surprising.”
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Common Criteria for Information Common Criteria for Information Common Criteria for Information Common Criteria for Information 
Technology Security Evaluation (CC)Technology Security Evaluation (CC)Technology Security Evaluation (CC)Technology Security Evaluation (CC)
• Security is about protecting assets from threats. 

• Threats are the potential for abuse of assets. 

• Owners value assets and want to protect them. 

• Threat agents also value assets, and seek to abuse them.

• Owners analyze threats to decide which apply; these risks can be 
costed. 

• This helps select countermeasures, which reduce vulnerabilities.

• Vulnerabilities may remain leaving some residual risk; owners seek 
to minimize that risk, within other constraints (feasibility, expense).
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Security Security Security Security 
concepts and concepts and concepts and concepts and 
relationshipsrelationshipsrelationshipsrelationships

-- CC V3.1 R4
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Example: Example: Example: Example: 
Behavioral Behavioral Behavioral Behavioral 
AdvertisingAdvertisingAdvertisingAdvertising

� Asset: User 
behavior

� Owner: The user

� Threat agent: 
Advertisers

� Risks: 
Malware

Tracking

Discriminatory pricing
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Security properties 
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Confidentiality

Integrity Availability
Secure

Defining SecurityDefining SecurityDefining SecurityDefining Security
• Confidentiality 

◦ Ensures that computer-
related assets are accessed 
only by authorized parties.

• Integrity 

◦ Assets can be modified only 
by authorized parties or only 
in authorized ways.

• Availability

◦ Assets are accessible to 
authorized parties at 
appropriate times.

• Secrecy 
• Privacy

• Write protection 
• Deletion protection

• Correct people 
can access

• Online
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Security is a Security is a Security is a Security is a 
whole system whole system whole system whole system 
issueissueissueissue

Security properties to ensure

Confidentiality No improper information 

gathering

Integrity Data has not been (maliciously) 

altered

Availability Data/services can be accessed 

as desired

Accountability Actions are traceable to those 

responsible

Authentication User or data origin accurately 

identifiable

� Software

� Hardware

� Physical 
environment

� Personnel

� Corporate and 
legal structures
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Protection countermeasuresProtection countermeasuresProtection countermeasuresProtection countermeasures

• Prevention. Stop security breaches by system design and using 
security technologies and defenses. 

• Detection. If an attempted breach occurs, make sure it is 
detected. 

• Response. In case of security breach occurs, have a recovery 
plan. Responses range from restoring from backups or claiming 
on insurance, through to informing stakeholders and law-
enforcement agencies. 
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A classic data breachA classic data breachA classic data breachA classic data breach

1. Employee is sent a phishing email with a link to a realistic 
looking internal site.

2. Employee opens the email, clicks the link, and types in her 
user name and password.

3. Malicious site collects the password and shows the user that 
everything is actually fine so they are not suspicious.

4. Malicious actor uses user name and password to download 
sensitive files. 
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A classic data breachA classic data breachA classic data breachA classic data breach
1. Employee is sent a phishing email 

with a link to a realistic looking 
internal site.

2. Employee opens the email, clicks the 
link, and types in her user name and 
password.

3. Malicious site collects the password 
and shows the user that everything 
is actually fine so they are not 
suspicious.

4. Malicious actor uses user name and 
password to download sensitive 
files. 

• Prevention: detect phishing urls and 
mark as spam, train employees to 
notice phishing, identify offsite access 
of sensitive files and block, encrypt 
files so useless if leaked. 

• Detection: Identify that sensitive files 
have been (past tense) accessed from 
off site, employee sends email about 
suspicious email. 

• Response: Change employee’s 
password, notify CTO, notify insurer, 
begin post-breach plan. 
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Sites are Sites are Sites are Sites are 
sometimes the sometimes the sometimes the sometimes the 
last to know last to know last to know last to know 
they have been they have been they have been they have been 
compromisedcompromisedcompromisedcompromised
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Confidentiality, privacy, and Confidentiality, privacy, and Confidentiality, privacy, and Confidentiality, privacy, and 
secrecysecrecysecrecysecrecy

• Confidentiality is characterized as 
preventing the unauthorized reading of 
data, when considering access control 
systems. More generally, it implies 
unauthorized learning of information.  

• The gchat on the right is encrypted. How 
much can you learn from it anyway?
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IntegrityIntegrityIntegrityIntegrity
• Data has not been maliciously altered. 

• Integrity can have different meanings, in 
computer security we are primarily concerned 
with the unauthorized writing of data.

• Examples: 

◦ Removing a record from a system. 

◦ An on-line payment system alters an 
electronic check to read £10000 instead of 
£100.00 
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Availability Availability Availability Availability 

• Data or services are accessible as expected. 

• Threats to availability cover many kinds of external 
environmental events (e.g., fire, pulling the server plug) as well 
as accidental or malicious attacks in software (e.g., infection 
with a debilitating virus).

• Denial of Service (DOS) threats are the most common form of 
an Availability threat. 
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Availability: Availability: Availability: Availability: DigitalAttackMapDigitalAttackMapDigitalAttackMapDigitalAttackMap
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AccountabilityAccountabilityAccountabilityAccountability

• Actions are recorded and can be traced to the party 
responsible. 

• If prevention methods and access controls fail, we may fall 
back on detection: keeping a secure audit trail is important so 
that actions affecting security can be traced back. 
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AuthenticationAuthenticationAuthenticationAuthentication

• Data or services available only to authorized entities. 

• Authentication is necessary for allowing access to some people 
but denying access to others. 

• Authentication typically characterized as: 

◦ Something you have – an entry card, your phone

◦ Something you know – a password, your mother’s maiden name

◦ Something you are – a signature, fingerprint, way of typing
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QuestionsQuestionsQuestionsQuestions
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The following is a fictional attack run by a The following is a fictional attack run by a The following is a fictional attack run by a The following is a fictional attack run by a 
malicious actor Eve. malicious actor Eve. malicious actor Eve. malicious actor Eve. 

For each part of the attack which security For each part of the attack which security For each part of the attack which security For each part of the attack which security 
properties are broken?properties are broken?properties are broken?properties are broken?
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A more A more A more A more 
detailed attackdetailed attackdetailed attackdetailed attack

Eve starts her attack by sending phishing 
emails to Acme employees asking them 
to log into a fake website. One employee 
logs in with their Acme username and 
password. Eve now has a legitimate user 
name and password. 

� Confidentiality

� Integrity

� Availability 

� Accountability 

� Authentication
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A more A more A more A more 
detailed attackdetailed attackdetailed attackdetailed attack

Eve discovers that the company has an 
internal website visible only to 
employees which is vulnerable to several 
known buffer overflow attacks. She uses 
a buffer overflow to insert code into a 
trusted server process which then 
executes the code as root. 

� Confidentiality

� Integrity

� Availability 

� Accountability 

� Authentication
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A more A more A more A more 
detailed attackdetailed attackdetailed attackdetailed attack

Eve’s code disables the database logging 
process which records all the commands 
that are run on the database. This 
ensures that anything Eve does on the 
database will not be recorded.

� Confidentiality

� Integrity

� Availability 

� Accountability 

� Authentication
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A more A more A more A more 
detailed attackdetailed attackdetailed attackdetailed attack

Eve creates a new database user for 
herself by modifying the table containing 
all the authorized users. 

� Confidentiality

� Integrity

� Availability 

� Accountability 

� Authentication
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A more A more A more A more 
detailed attackdetailed attackdetailed attackdetailed attack

Eve has a large number of computers all 
try and access Acme’s website creating a 
large amount of traffic that takes down 
the web server. Eve then copies the 
database to her own server while the 
admins are too busy to notice.

� Confidentiality

� Integrity

� Availability 

� Accountability 

� Authentication

KAMI VANIEA 50


