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1 Preamble

This policy is based on section 5 of the JISClegal model gadit Institutional Access to Staand
Student IT Accounts and IT Equipment. This Policy shoulddsglrin conjunction with the University
of Edinburgh’s Computing Regulations and with any otheeveht sections of the university’s rules
and regulations as applicable to students and relevantitcmmsl of employment as applicable to
members of std. The term "data” will be used to cover communications anduthoents.

2 Staff Absence

Where a member of sfiais absent from work and access is required to that memberafifssiT
account for a specific reason (for example to access comelgnae in order to complete an item of
work), the School of Informatics will follow the proceduretout below:

1. Where possible, the member off§taill be contacted and consent sought for access to specific
data.

2. Where consent is not or cannot be given and there is naatiee way to get the required
information, permission to access the member df'staccount will be sought in writing from
the Head of School. Authorisation will only be given for ass¢o specific information and not
for general access to the account in question.

3. The person authorised to access the account is respehsit@nsuring that only the specific
information authorised is accessed and that other infoomag not read or disclosed.

3 Access to Staff and Student Accounts — Suspected lllegal
Behaviour

1. Where circumstances brought to the Head of School’stadtenonstitute grounds for reason-
able suspicion that a student or member offssausing the School of Informatics’s IT Facilities
for the commission or attempted commission of a crimirtégérace, the Head of School should
contact the police.

2. The IT account and any associated hardware or periphevatas should be frozen pending

further investigation by the School of Informatics or thdipe. 1



4 Access to Student Accounts — Suspected Breach of the
University’s Regulations

1.

Where there are reasonable grounds to suspect that anlwktie university’s regulations has
taken place in the first instance the student will be conthatere possible, to request consent
for access. Where consent is given, the investigating camgufticers will record that the
student’s data is being accessed.

If it is not appropriate to inform the student or the studismot available to give consent or
consent is refused, authorisation should be requestedtirerilead of School.

The relevant data should be reviewed by the Head of Sclooatsess whether the student
has breached the university’s rules and regulations [aretevhecessary the appropriate disci-
plinary investigation should be begun].

5 Access to Staff Accounts — Suspected Breach of Terms of
Contract of Employment

1.

Where there are reasonable grounds to suspect that a mefnddef is using the School of
Informatics’s IT Facilities in breach of the terms of theontract of employment in the first
instance the member of $favill be contacted, where possible, to request consent foess
Where consent is given, the investigating computifitcers will record that the member of
stdfs data is being accessed.

If it is not possible to inform the member of ft@r the member of sthis not available to
give consent or consent is refused or access is requiredegttimate reason by the School of
Informatics, authorisation will be requested from the He&8chool.

. The relevant data will be reviewed by the Head of Schoosseas whether the member offéta

has breached the terms of their contract of employment [admefe@vnecessary the appropriate
disciplinary investigation should be begun].

6 General Guidance

1.

All access and monitoring will comply with UK legislationcluding the Human Rights Act
1998, the Data Protection Act 1998 and the Regulation ofdtigatory Powers Act 2000 (pur-
suant to this policy).

. Any access to the data of a member offste student by an authorised user of the School

of Informatics systems will be with as little intrusion angsiption to third parties that are
unconnected to the authorised access as possible.

. Any data collected under this Policy will be treated asficiamtial and will only be examined

by those persons who are so authorised.

Any data accessed under this Policy will only be retaireedas long a period as deemed nec-
essary for the specific purpose and in line with the univwgssiecords retention policy.

Any material collected under this Policy will be storedwely and will be labelled accordingly
depending on the sensitivity of the material in questiomcifessing data does not uncover any
materiajcontent which would warrant further investigation of theadaf the member of sthor
student by the authorised user concerned, all materiaceid will be destroyed after 28 days.
Any person collecting data under this Policy will ensurattthey have continued authorisation
to access the data of the member ofista student concerned.

. The School of Informatics Computing IT Facilities inckudny computing equipment (eg lap-

top) which has been loaned to a member offsta student as part of their employment or
studies.



