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Orientation

This is the first Laboratory Session for Secure
Programming
It is convened by Joseph Hallett and David Aspinall.
Please take a copy of the handout. It is also available
online via the course web page.

http://www.inf.ed.ac.uk/teaching/courses/sp/
http://www.inf.ed.ac.uk/teaching/courses/sp/
http://www.inf.ed.ac.uk/people/students/Joseph_Hallett.html
http://homepages.inf.ed.ac.uk/da
http://www.inf.ed.ac.uk/teaching/courses/sp/2013/labs/lab1/


What is this lab about?

There are three exercises showing exploits which result
from data corruption as we have studied in Lectures
3-6.

É Exercise 1. Stack overflows, corrupting memory.
É Exercise 2. Corrupting a network protocol.
É Exercise 3. Corrupting inputs to exploit a data

handling flaw.

The exercises are based on executable and source files
provided in a Virtual Machine running Linux.



What do we hope you will learn?

É Understanding of some basics for how low-level
attacks work, including manipulating executable
code and memory.

É Practice thinking about program flaws in C and Java,
and how they may be exploited.

É Use of some simple tools to help investigate or find
flaws.

É Experience repairing or preventing some attacks,
and checking to see that they have been stopped.



Resources

É Use anything! You are encouraged to search on the
web for help, tutorials, manuals, etc.

É You can get plenty of help this way. But it is probably
more rewarding to try to solve the exercises for
yourself first. Spend time experimenting rather than
reading.

É Warning: experiment with care! If you download
sample exploits, generation tools, etc, install and
run these in the Virtual Machine, not on the host
DICE environment. The VM already has several
interesting tools provided.

É Ask us! We are here to help, as much as we can.
É Ask each other! There may be expert x86

programmers, C hackers, exploit developers(?)
among you. . .



Timing

You may not have time to complete all exercises in this
lab session.

É Don’t worry!
É Exercise 1, especially, could take a long time

depending on how much you know already and how
much you do.

É Exercise 3 involves a large software package, it will
be difficult to understand the context.

É Of course, you can spend more of your own time
later if you are interested, but it is not officially
required as part of the course.

É At least, try to look at each exercise a little bit.



Discussion

We will use Piazza for discussion and questions on-line,
but also make announcements during the lab as
appropriate with hints and tips.

https://piazza.com/ed.ac.uk/spring2014/infr11098


Feedback on your work

Besides using Piazza, discussing with us, we will give
additional feedback at the next lab based on submitted
work.
Submission is optional, but encouraged.
Each exercise has a series of Checkpoints which are
questions that you can provide brief answers to. A plain
text file checkpoints.md is provided, please fill this in.

http://www.inf.ed.ac.uk/teaching/courses/sp/2013/labs/lab1/checkpoints.md


Useful pointers

For Exercise 1:

É If you don’t already know GDB, try out a tutorial or
two on the web, such as unknownroad.com’s
examples.

É You can also find tutorials on crafting stack overflow
exploits, for example here and, the original Aleph
One article. Beware that older articles like these
may not work exactly as written.

For all examples:

É Study the lecture slides from Lectures 3-6.

http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
http://www.tenouk.com/Bufferoverflowc/Bufferoverflow6.html
http://www.phrack.com/issues.html?issue=49&id=14#article
http://www.phrack.com/issues.html?issue=49&id=14#article
http://www.inf.ed.ac.uk/teaching/courses/sp/2013/


Good Luck!

We hope you enjoy the lab.


