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Why visualisation?

• Goal 1: Have a data set that I want to understand. This is called exploratory 
data analysis. 
• Today’s lecture. 

• Goal II: Want to display data (i.e., for publication) 
• Will save this for later lecture (if time)  

• Find or display relationships in the data 
• This is a prelude to model building (what is most important to model?) 
• Major goal is inter-ocular impact 

Visualisations that we won’t be interested in

[source: Wikipedia]

Graphics provide 
little additional 

information

For an interesting perspective on this difference, see: 
Gelman and Unwin. Infovis and statistical graphics: Different goals, different looks 
(with discussion). Journal of Computational and Graphical Statistics. 2013
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Summaries
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these three have same summary statistics!

Outliers in histograms
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Histogram Detecting Outlier (Missing Data)

blood pressure = 0 ?

Blood pressure 
data set

[Source:  Padhraic Smyth]
UCI ML repository says no missing data 

(well, for 20 years it did)

Class-Conditional Histograms

Alternative: Box plot
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Maybe for only 2 groups, graphs not necessary. 
For more visual comparisons, can be helpful.



Effect of bin size
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ZipCode Data:  Population
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Bivariate data Numerical bivariate summaries
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Scatterplots
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Colour in Scatterplots
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Figure 4: Effect of the focused attack on three representative emails— one graph for each target. Each point is a token
in the email. The x-axis is the token spam score in Equation (2) before the attack (0 means ham and 1 means spam).
The y-axis is the spam score after the attack. The red �’s are tokens that were included in the attack and the blue
⇥’s are tokens that were not in the attack. The histograms show the distribution of spam scores before the attack (at
bottom) and after the attack (at right).

emails, including training emails, while the focused at-
tack is targeted at a future email, so its effects may not
be evident on the training set alone.

5.2 Dynamic threshold defense
Distribution-based attacks increase the spam score of
ham email but they also tend to increase the spam score
of spam. Thus with new ⇥0, ⇥1 thresholds, it may still
be possible to accurately distinguish between these kinds
of messages after an attack. Based on this hypothesis,
we propose and test a dynamic threshold defense, which
dynamically adjusts ⇥0, ⇥1. With an adaptive threshold
scheme, attacks that shift all scores will not be effective
since rankings are invariant to such shifts.

To determine dynamic values of ⇥0 and ⇥1, we split
the full training set in half. We use one half to train a
SpamBayes filter F and the other half as a validation
set V . Using F , we obtain a score for each email in
V . From this information, we can pick threshold values
that more accurately separate ham and spam emails. We
define a utility function for choosing threshold t, g(t) =
NS,<(t) (NS,<(t) + NH,>(t))�1, where NS,<(t) is the
number of spam emails with scores less than t and
NH,>(t) is the number of ham emails with scores greater
than t. We select ⇥0 so that g(⇥0) is 0.05 or 0.10, and we
select ⇥1 so that g(⇥1) is 0.95 or 0.90, respectively.

This defense shows some promise against the dictio-
nary attacks in a preliminary experiment. As shown in
Figure 5, the misclassification of ham emails is signif-
icantly reduced compared to SpamBayes alone. At all
stages of the attack, ham emails are never classified as

spam and only a moderate amount of them are labeled
as unsure. However, while ham messages are often clas-
sified properly, the dynamic threshold causes almost all
spam messages to be classified as unsure even when the
attack is only 1% of the inbox. This shows that the dy-
namic threshold defense failed to adequately separate
ham and spam given the number of spam also classi-
fied as unsure; we are exploring this defense under other
choices of the thresholds.

6 Related work

Many authors have examined adversarial learning from
a more theoretical perspective. For example, within the
Probably Approximately Correct framework, Kearns and
Li bound the classification error an adversary that has
control over a fraction � of the training set can cause [9].
Dalvi et al. apply game theory to the classification prob-
lem [5]. They model interactions between the classifier
and attacker as a game and find the optimal counter-
strategy for the classifier against an optimal opponent.

In this paper we focus on Causative attacks. Most ex-
isting attacks against content-based spam filters are Ex-
ploratory attacks that do not influence training but engi-
neer spam messages so they pass through the filter. For
example, Lowd and Meek explore reverse-engineering a
spam classifier to find high-value messages that the filter
does not block [12, 13], Karlberger et al. study the effect
of replacing strong spam words with synonyms [8], and
Wittel and Wu study the effect of adding common words
to spam to get it through a spam filter [19].

[Nelson et al, 2008] 

Each point is a word 
Entire plot: one email 
Axes: “Spam score”

Colour: Whether token was part 
of an attack on the spam filter
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Figure 4: Effect of the focused attack on three representative emails— one graph for each target. Each point is a token
in the email. The x-axis is the token spam score in Equation (2) before the attack (0 means ham and 1 means spam).
The y-axis is the spam score after the attack. The red �’s are tokens that were included in the attack and the blue
⇥’s are tokens that were not in the attack. The histograms show the distribution of spam scores before the attack (at
bottom) and after the attack (at right).

emails, including training emails, while the focused at-
tack is targeted at a future email, so its effects may not
be evident on the training set alone.

5.2 Dynamic threshold defense
Distribution-based attacks increase the spam score of
ham email but they also tend to increase the spam score
of spam. Thus with new ⇥0, ⇥1 thresholds, it may still
be possible to accurately distinguish between these kinds
of messages after an attack. Based on this hypothesis,
we propose and test a dynamic threshold defense, which
dynamically adjusts ⇥0, ⇥1. With an adaptive threshold
scheme, attacks that shift all scores will not be effective
since rankings are invariant to such shifts.

To determine dynamic values of ⇥0 and ⇥1, we split
the full training set in half. We use one half to train a
SpamBayes filter F and the other half as a validation
set V . Using F , we obtain a score for each email in
V . From this information, we can pick threshold values
that more accurately separate ham and spam emails. We
define a utility function for choosing threshold t, g(t) =
NS,<(t) (NS,<(t) + NH,>(t))�1, where NS,<(t) is the
number of spam emails with scores less than t and
NH,>(t) is the number of ham emails with scores greater
than t. We select ⇥0 so that g(⇥0) is 0.05 or 0.10, and we
select ⇥1 so that g(⇥1) is 0.95 or 0.90, respectively.

This defense shows some promise against the dictio-
nary attacks in a preliminary experiment. As shown in
Figure 5, the misclassification of ham emails is signif-
icantly reduced compared to SpamBayes alone. At all
stages of the attack, ham emails are never classified as

spam and only a moderate amount of them are labeled
as unsure. However, while ham messages are often clas-
sified properly, the dynamic threshold causes almost all
spam messages to be classified as unsure even when the
attack is only 1% of the inbox. This shows that the dy-
namic threshold defense failed to adequately separate
ham and spam given the number of spam also classi-
fied as unsure; we are exploring this defense under other
choices of the thresholds.

6 Related work

Many authors have examined adversarial learning from
a more theoretical perspective. For example, within the
Probably Approximately Correct framework, Kearns and
Li bound the classification error an adversary that has
control over a fraction � of the training set can cause [9].
Dalvi et al. apply game theory to the classification prob-
lem [5]. They model interactions between the classifier
and attacker as a game and find the optimal counter-
strategy for the classifier against an optimal opponent.

In this paper we focus on Causative attacks. Most ex-
isting attacks against content-based spam filters are Ex-
ploratory attacks that do not influence training but engi-
neer spam messages so they pass through the filter. For
example, Lowd and Meek explore reverse-engineering a
spam classifier to find high-value messages that the filter
does not block [12, 13], Karlberger et al. study the effect
of replacing strong spam words with synonyms [8], and
Wittel and Wu study the effect of adding common words
to spam to get it through a spam filter [19].
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For our purposes, 
note: 

• Use of colour to add 
a categorical variable 

• Without this colour 
would not have seen 

these two outliers 

• Use of y=x line to 
add the eye 
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also: notice the axes!
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Problems with Scatter Plots of Large Data

96,000 bank loan applicants

appears: later apps older;  reality: downward slope (more apps, more variance)

scatter plot degrades into black smudge ...
[Source: Hand, Manila, and Smyth]



• Jittering points 

• Subsampling points (i.e., plot only 10%) 

• Averaging (if this makes sense) 

• Add trend lines (e.g., quantile lines)

To fix overplotting, could consider:

Fitted line

This fit is from loess (local linear regression).

Time Series

Changing dependency structure in time series
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Figure 2. Bee sequence fit with AR(1) model. The intermittent high frequency oscillations correspond to the bees’ “waggle dance”.
“Truth” refers to manual segmentation. “Indep” refers to the independent features model. “Full” refers to the full covariance model. The
histogram on the right is an estimate of the number of segments.

because each signal has too many small changes, whereas
what matters is the coordinated change.

Note that other techniques also perform well on this data.
In particular, (Oh et al., 2006) use a switching latent state
space model. This has the additional advantage that the
posterior over the discrete switch states can be used to clas-
sify (label) each segment. This model assumes that param-
eters are stationary over time, so whenever a bee enters the
“waggle” state, its waggle parameters are the same as the
last time it entered that state. This seems like a reasonable
assumption for this domain. In contrast, the PPM will use
new parameters for each regime, which would be more ap-
propriate in a non-stationary environment.

5.2. Synthetic data

To test the ability of the method to recover structure, as
well as its ability to scale to larger dimensions, we applied
it to a synthetic 20-dimensional dataset. The advantage of
using synthetic data is that we know the ground truth about
the location of the changepoints and the structure of the
generating model. We sample n = 100 data points from
3 different sparse decomposable Gaussian graphical mod-
els, and then concatenate the data: see Figure 3. We then
attempt to segment this data using Fearnhead’s algorithm
and 3 different likelihood models: the independent features
model, the full covariance model, and the GGM, where the
set of possibleM is generated using the sliding window
heuristic. As can be seen from Figure 3, the independent
features model does very poorly (in this case, it thinks all
the data comes from one segment), as does the full covari-
ance model (which heavily oversegments the data) but the

GGM model correctly identifies the three segments. Fur-
thermore, the posterior over graph structures has very low
entropy, and the resulting MAP graphs have structures that
are reasonably close to the truth (in terms of number of cor-
rect/ incorrect edges).

We obtained similar results with other experiments of this
kind. The full covariance method works for low dimen-
sions (up to say d = 5), but in higher dimensions, it per-
forms poorly, because there is not enough data to estimate a
full � in each segment (unless each segment is very long).
Note that by performing Bayesian estimation, we avoid the
numerical problems encountered with a maximum likeli-
hood estimate of a full �; however, the relatively uninfor-
mative prior we use does not overcome the statistical prob-
lem. The GGM approach is a more structured hypothesis
space, which is helped by the fact that our heuristic way of
creatingM gets to look at the data first. In addition, we
have found, in informal experiments, that the full covari-
ance model is much more sensitive to the hyperparameter
V0 than the GGM approach. (Setting priors for variance
parameters is known to be a delicate issue (Gelman, 2006),
especially when considering model uncertainty.) In all the
experiments, we used V0 = �̂2I as a reasonable default
prior.

5.3. Financial data

Finally we applied the method to some financial data, the
“30 industry portfolios” dataset.2 This consists of the

2The data is available from http://mba.tuck.

dartmouth.edu/pages/faculty/ken.french/

data_library.html.

[Oh et al, 2006], figure from [Xuan and Murphy, 2007]

Examples 
• Financial data  
• Network traffic 
• Energy usage 
• Human traffic 
• Building occupancy

Visualization tricks include: 
• Smoothing  

• (running mean, median) 
• Repeated multiples

Transformations

Before

Consider powers, logs.   
Occasionally reciprocals (e.g., rates). 

Also square root
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Example Transformation

Why log log here? Hint: Imagine a spherical cow
[Source: William Cleveland, Visualizing Data]

Wait, what if you have categorical data?

• Colour 
• Contingency tables 
• Multiple plots (e.g., class-conditional histograms)

Tools here include:

Three-Dimensional Data

• Generally hard 

• 3-D plots are not usually useful 

• Usually better to use colour on a 2-D plot 

• Or show multiple 2D plots for each value of third 
variable

High-Dimensional Data

• Project the data down to 2-D 
• Many techniques 

• Principal Components Analysis (IAML, MLPR) 
• Multidimensional scaling 
• Modern nonlinear methods: t-SNE, LLE, Isomap, Eigenmaps 

• Problem: Sometimes this will obscure high-D structure and nonlinear 
structure 

• Another option: Scatterplot matrix (see next)

Two main options:



• Colour 

• Contingency tables

Scatterplot matrix

Important:  
Scales must be matched

Data Mining Lectures                                                            Lecture on EDA and Visualization             Padhraic Smyth, UC Irvine

Scatter Plot Matrix

For interactive 
visualization
the concept of “linked
plots” is generally
useful

This is performance 
data for (very old) 

CPUs • Colour 

• Contingency tables

Scatterplot matrix

Data Mining Lectures                                                            Lecture on EDA and Visualization             Padhraic Smyth, UC Irvine

Scatter Plot Matrix

For interactive 
visualization
the concept of “linked
plots” is generally
useful

Maybe want to use 
transformed variables up 

here

This row is the variable we 
want to predict

This is the prediction 
according to somebody’s 
model (explains strong 
relationship)

Might be worth 
understanding points like 

these

What are you looking for?

• Anomalies. If something looks weird, figure out why. It could be an error in 
your data. 
• Learn from your data but do not trust it! (Not completely.) 

• Relationships. Hypothesis-based visualization. What relationships do you 
expect to exist? Can you see them? 

• Use visualization to inform models and vice versa 
• e.g., Can help with feature construction, e.g., whether a relationship is 

“really” nonlinear 
• Fancy 3D graphs … meh 
• These techniques also useful for the outputs of learning!

If you really like this stuff

• Tukey, Exploratory Data Analysis 

• Bill Cleveland, Visualizing Data 

• Edward Tufte, all books


